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Abstract. Although priority scheduling in concurrent programs pro-
vides a clean way of synchronization, developers still additionally rely
on hand-crafted schemes based on integer variables to protect critical
sections. We identify a set of sufficient conditions for variables to serve
this purpose. We provide efficient methods to verify these conditions,
which enable us to construct an enhanced analysis of mutual exclusion
in interrupt-driven concurrent programs. All our algorithms are build
upon off-the-shelf inter-procedural analyses alone. We have implemented
this approach for the analysis of automotive controllers, and demonstrate
that it results in a major improvement in the precision of data race de-
tection compared to purely priority-based techniques.

1 Introduction

Embedded computing is omnipresent in the automotive industry. Dedicated op-
erating systems and standards, such as Autosar/OSEK]1, 11], have been created
and are used by many car manufacturers. These operating systems provide so-
phisticated synchronization primitives, such as priority-driven scheduling and re-
source acquisition. Still, developers sometimes rely on hand-crafted mechanisms
for ensuring safe concurrent execution, e.g., for synchronizing two cooperating
interrupts that do not affect any further interrupts. One such mechanism is to
use global program variables as flags whose values control the access to critical
sections. Accordingly, any analysis of OSEK programs, such as [15], which only
takes resources and priorities into account, will produce a large number of false
alarms on real-world automotive code.

An example of a typical flag-based synchronization pattern used by developers
is shown in Fig. 1. This program consists of two interrupt service routines that
are executed by a priority driven scheduler. The low-priority interrupt I sets
a flag f to 1 before entering its critical section and resets it to 0 afterwards,
whereas the higher-priority interrupt @ first checks whether the flag f has been
set and only enters its critical section if f equals 0. This ensures, in a priority-
driven single-core concurrency setting, that the accesses to x will always be
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int f =0; /* Priority 1 %/
int x = 0; isr I() {
/* Priority 3 %/ f=1;
s Q() { x4 /x Io )
if (f ==0) f =0;
x—=—; /* Qu */ }
}

Fig. 1. Example code of program with a flag f

exclusive. Note that priorities are crucial for such non-symmetric idioms: The
higher-priority interrupt (Q may safely assume that it cannot itself be preempted
by the lower-priority interrupt I between checking the flag and accessing the
data. Conversely, having checked the flag, it would be redundant for the high
priority interrupt to set and reset the flag. Idioms like this, when properly used
and implemented, can indeed protect critical sections. Still, being hand-crafted,
they are error-prone and may be rendered insufficient if further priority levels
are introduced. If, for example, another interrupt R is introduced whose priority
exceeds that of (), but uses the same pattern to access the variable z, a potential
race condition arises between interrupts @) and R.

Our goal in this paper therefore is to provide practical methods for identifying
and analyzing a wide range of synchronization patterns based on global variables,
in order to provide a more accurate data-race analysis.

In principle, interrupt-driven programs with priority-based scheduling on a
single-core can be analyzed by interpreting interrupts as function calls possibly
occurring at every program point [4, 15]. Practically, though, context- and flow-
sensitive handling of the global program state is prohibitively expensive. The
approach outlined in [15] is to arrive at a practical analysis of mutual exclusion
for interrupt-driven programs by analyzing local data such as dynamic priorities
and resources context-sensitively, while summarizing the global state into a single
flow- and context-insensitive invariant. However, when global variables are used
as flags, that approach is insufficient in precision.

The key contributions of this paper are, first, to identify general properties
of global variables used as flags in a wide range of hand-crafted synchronization
patterns, and second, using these properties to construct efficient dedicated anal-
ysis methods based on off-the-shelf inter-procedural analysis. In particular, the
resulting analysis turns out to be interrupt-modular, meaning that each interrupt
can be analyzed independently. In a second stage, the resulting summaries are
combined to precisely and efficiently compute the set of values that a flag vari-
able may take at any given program point. Finally, this information is exploited
to ensure that two program points are not part of a data race.

In this paper we first consider a class of primitive flag-based synchroniza-
tion patterns which allow a low-priority interrupt to protect its critical sections
against cooperating interrupts from higher priority levels. For example, the syn-
chronization pattern used in Fig. 1 falls into this class. For this restricted class
of flags, it suffices to only consider the intra-interrupt value-sets of the flag
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variable. For that, we verify that program points can only be part of a data
race if the protecting flag variable has overlapping value sets. In a second step
we generalize the conditions on flag variables in order to handle a richer class
of synchronization patterns, while keeping interrupt-modularity. An example for
such a pattern is provided in Fig. 2 (Section 5.1).

A critical feature of both techniques is that they are sound on all programs;
that is, they do not merely assume that the flags are well-behaved. Instead, they
also verify the assumptions on the flag variables themselves. Thus, the techniques
can be applied one after the other on-demand to ensure race freedom when
purely resource-based analyses fail. We have implemented the core technique in
the Goblint analyzer [18]. This not only lead to a decrease in the number of
warnings on a suite of toy examples, but also resulted in a drastic reduction of
alarms in our key industrial benchmarks.

2 OSEK Model

An OSEK program consists of tasks and interrupts. Tasks are activated by direct
calls or timers. Interrupts can occur at any time. The priority ceiling protocol
[16] is used for scheduling. Tasks and interrupts have a static initial priority,
which may be dynamically increased during execution by acquiring resources
and possibly decreased again by releasing resources. The dynamic priority never
drops below the static initial priority. An interrupt will preempt the running
execution if its static priority exceeds both the static and dynamic priority of
the running task or interrupt.

Since we do not have timing information, we treat time-triggered tasks as
interrupts. For the purpose of this paper, we therefore consider a programming
model which consists of a finite set of procedures Proc, a finite collection of
interrupt routines Irpt, and a starting node T' that serves as an initial task for
interrupts to preempt. A procedure or interrupt g is given by a control flow graph
(Ng, Eg). Let N denote the union of all sets IV, of program points, extended with
T'. Likewise, let £ denote the union of all sets E, of control flow edges. Entry and
return nodes of g are denoted as s, and rg, respectively. Additionally we have a
finite set of priorities P = {0, ..., Pymaz }- In this paper, we assume that each node
u € N is always reached with the same priority P(u) € P, where the static initial
priority of an interrupt ¢ € Irpt is attained at program point s, and 7' is the
only node with minimal priority, i.e., P(T') = 0. Edges in E are triples (u,cmd, v)
leading from program point u to program point v by means of the command cmd.
The command cmd either is a basic statement s like an assignment x = 42; or a
guard (z !=y)?, or a procedure call h() otherwise. For the purpose of this paper
we restrict ourselves to global variables only. Therefore, procedures neither need
parameters nor return values. The execution of basic statements is assumed to
be atomic. How to deal with local variables and parameters is an orthogonal
matter and discussed in [6].

In general, the assumption that the dynamic priority is a function of the
program point only need not be met by arbitrary OSEK programs. The issue
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of computing and tracking dynamic priorities, however, is orthogonal to the
problem of dealing with flag variables. Therefore, we restrict ourselves to this
simple setting, in particular, since it always can be achieved by introducing
distinct copies of program points for distinct priorities. For a detailed discussion
on computing context and resource aware priorities, see [15].

In order to define data races in a single-core concurrency setting, it is not
enough to know that two accesses are both reachable. Whether two access are
safe or not is decided by the path the program takes from one access to the
other. Therefore, we have chosen a path-based concrete semantics for our model.
A similar formalization can be found, e.g., in [8]. Here, a path is a sequence of
edges where the empty path is denoted by €. For two sets of paths My, Ms the
concatenation operator @ appends every path in Ms to every path in Mj:

MiQMy = {771772‘771 € Ml,ﬂ'g € Mg}

In a first step we characterize the sets of same-level paths, i.e., paths leading
from the entry node to the return node of the same procedure or interrupt as
the least solution of the following constraint system:

[SO] S[sq] 2 {€} g € Irpt U Proc

[S1] S[v] 2 S[u]@{(u,s,v)} (u,s,v) €E

[S2] S[v] D S[u]@S[ry] (u,h(),v) € E

(53] S[u] 2 S[u]@S][r,] q € Irpt, P(u) < P(sq)

Given these sets of same-level paths, the sets of paths reaching program points
from the initial node T are characterized by the following constraint system:

[RO] R[T] 2 {e}

[R1] Rlv] 2 Rlu|@{(u,s,v)} (u,s,v)€FE

[R2] Rv] 2 Rlu|@S]ry) (u,h(),v) € E
Rsxn] 2 Ru] (u,h(),v) € E

[R3] R[sq] 2 Rly] q € Irpt, P(u) < P(sq)
Rlu] 2 R[u]@S[ry] q € lrpt, P(u) < P(sq)

In the next step, we introduce a value semantics that allows to check whether a
path is executable for a given initial state or not. Let D denote the set of program
states o which assign a value to every variable x, e.g. ¢ x = 0 The concrete value
semantics [-],, : E — D --» D defines for every basic s a partial transformer
[s] : D --+ D, which we lift to control flow edges (u,s,v) by [(u,s,v)] = [s].
The partial state transformer [7] for a path 7 = e; ... e, then is obtained as the
composition of the state transformers [e;] of the edges contained in 7, i.e.,

[x] =leal o--- o ei]

A path 7 is ezecutable for an initial state o if [7] o is defined. Let M denote
any set of paths. Then the set of paths in M which are executable for o is given
by II(M,o) = {m € M | 7 is executable for o}.



Precise Analysis of Value-Dependent Synchronization 25

Intuitively, a data race occurs at variable z if a low-priority interrupt ¢; ac-
cesses x in an edge reaching a program point vy, at which point it is immediately
interrupted by a higher-priority interrupt ¢ and before returning to v; the ex-
ecution reaches another access to x at a program point vs. Note that, while ¢;
is not allowed to continue, ¢ still may itself be interrupted. Therefore vy does
not necessarily belong to ¢. Instead, it could belong to another interrupt of even
higher priority. This notion is formalized by the following definition.

Definition 1. There is a data race at variable x with initial state o if there
exists an executable path m € IT(R[vs], o) reaching some program point vy where

™= 71—1( 751aU1)(SQ7 ; )71—2( 782,1}2)
such that the following holds:

(a) s1 and sa are accesses to x;
(b) P(v1) < P(sq), Plv1) < P(vz) and also P(v1) < P(v) for every program
point v occurring in ma.

3 Inter-procedural Analysis of Flags

Consider the program in Fig. 1. Race freedom of this program can only be verified
by taking the values of the global variable f into account. This variable is set to
1 to flag the critical section of the lower-priority interrupt, and reset to 0 again
to signal that the critical section has been left. The information provided by f
is respected by the higher-priority interrupt @ in that its value is tested against
0 before @ enters its own critical section. A first practical property of variables
f used in such pattern therefore is:

Property 1. f is assigned constants only, f is checked against constants only,
and the address of f is never taken.

Also, such synchronization patterns assume an application wide consent about
the role of such a variable f and its values. This means that higher-priority
interrupts will respect the value of f. This leads to our second property:

Property 2. Let py denote the least static priority of an interrupt where f is
accessed. Then all interrupts of priority exceeding py leave f intact.

Property 2 means that the value of f before any interrupt g at priority P(sq) >
pr equals the value of f after termination of ¢. Note that we do not rule out
that the interrupt ¢ may change the value of f, e.g., in order to protect its own
critical section against even higher-priority interrupts as in Fig. 2. In this case,
however, g must restore the old value before termination. Subsequently, variables
f satisfying Properties 1 and 2 are called flags.
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3.1 Intra-interrupt Flag Analysis

Let F denote the set of candidate flag variables, i.e., all variables which satisfy
Property 1. For each f € F let V; denote the set of possible values of f at
run-time. Note that F' together with all sets V; can be easily constructed from
the program text. For simplicity assume that for all f € F', V; C Z. Our goal
is to compute for each program point u the set of all possible values of all flag
variables f when reaching this program point. For this we compute for each
flag f and each interrupt or procedure g a summary which maps the value of f
before entering g to the set of possible values of f at a program point u in g.
This analysis is not new. It is the enhancement of simple constants with simple
guards [5, 20]. We first require summaries of basic edges. The abstract semantics

[[~]]ﬁ : E— Vy — 2Vs for flag f is given by:

[(ua f=q av)ﬂﬁ = {C}

if dOc
u, f Oc?,v too )i
IC, f e 0] otherwise
[(u, ,0)]* ¢ = {d} otherwise
Here [ represents any of the comparison operators ==,!=, <, >. Due to Prop-

erty 1, no other assignments or guards involving variable f may occur in the
program. First, the effect of a procedure is given by the following constraint
system where composition is lifted by (fog)c=U{f ' | ¢ € g c}.

[F'0] S¥[sp] T (c— {c}) h € Proc
[F'1] S]] 3 [(u,s,0)]" oSHu] (u,s,v)€E
[F’2] S*[v] 3 SF[rp] o S*[u] (u,h(),v) € E

Note that this is the characterization of the flag summary defined according to
inter-procedural analysis only, i.e., as if no interrupts may occur. This is made
possible due to Property 2 which implies that interrupts, at least when flag
variables are concerned, have no impact. Using the inter-procedural summaries,
the transformation of flag values from the beginning of the execution of an
interrupt to any given program point is characterized by:

[FO] RA[sy] 3 (¢ {c}) q € lrpt

[F1] R 3 [(u,s,0)]  oRIu] (u,s,v)€E
[F2] Rfv] 3 S*r] o Ry (u,h(),v) € E
[F3] Rf[sy] I R*[u] (u,h(),v) € E

In practice all flags would be analyzed simultaneously. This analysis is linear in
the size of the program and the number of flags. For each flag f it is quadratic in
the number of possible values of f. Formally, we show that the analysis is sound
— given Property 2 holds.
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Lemma 1. For a program point w, interrupt q, flag f and initial state o we
have for all paths m from sq to u:

([7] o) f € R¥[u] (o f)

Proof. The proof is by induction on the lengths of paths obtained as solutions
of the system [R]. For the initialization constraints [S0], [RO] and [F’0], [FO] we
use that ¢ € II(R[T],0) C II(R[sq],0) and with [¢] 0 = o we obtain:

([l o) f = o f € {o f} = R[sq] (0 f)

Assuming the condition holds for a given path 7, we consider how adding an
edge (or summary path) and applying the corresponding constraint in the [F/F’|
system may change the result. Due to Property 2 interrupts do not contribute to
the values of f. Therefore we need not consider constraints [S3] and [R3]. For the
extension of 7 with a basic edge the result follows as a direct consequence of Hﬁ
soundly abstracting [-]. This works for both procedure summaries constructed
by [S1] and [F’1] or reaching information constructed by [R1] and [F1]. For same-
level paths Constructed by [S2] and [F’2] the result then follows by induction.
Consequently we also obtain the result for [R2] and [F2]. Since we know by
induction that every program point u that influences a procedure entry node sy,
is a sound approximation the result for s, follows by monotonicity. a

In order to show which programs the analysis can handle precisely we in-
troduce an abstraction of [-] which only evaluates guards on flag f and de-
note it by [],. E.g., [(u,z ==y,v)]; 0 = o for any o, as the expression
z == y does not use the flag f, however [(u, f==5,v)]; ¢ = o only in
the case where o f equals 5 — otherwise it is undefined. A path 7 is f-
ezecutable for an initial state o if [n]; o is defined. Let M denote any set
of paths. Then the set of paths in M which are f-executable for o is given by
IIy(M,0) = {m € M | 7 is f-executable for o}.

Lemma 2. For a program point u, priority i, flag f and initial state o we have

Iy(Ru,0) #0 = R e S |  {Ixo) f}

welly(Ru],0)

Proof. In case R¥[u](c f) = 0 the subset relation holds trivially. Otherwise we
do induction on Kleene-iteration steps solving the constraint system [F/F’]. First
consider the initialization constraints [F0] and [F’0]. For entry nodes s, we know
that e € ITf(R][sy], o). Since [€] is the identity function we obtain:

RisJ (0 fl={oficdo)fc U {xlo)f}

mellf(R[s,],0)

For the application of constraints [F1] and [F’1] the result follows since for a flag
[[~]]ﬁ is complete with respect to [-]. For constraint [F’2] the result then follows
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by induction and consequently for [F2]. Regarding [F3] we know by induction,
that the condition holds for all program points on the right hand side of the
constraint. We have:

Rifsp] (0 )= | R (of)C

(u,h(),v)EE

U U {Harnc U  xle) s}
(u,h(),v

JEE welly(R[u],0) well;(R[sn],0)
O

Together Lemmas 1 and 2 show, that if Property 2 holds we lose precision with
respect to the concrete semantics only when guards on other variables influence
the value of f. Making use of the general properties of OSEK programs we can
bootstrap a check of Property 2 from the results of system [F/F’].

Theorem 1. For a flag f Property 2 holds if for all interrupts q and initial
states o the following holds:

Rilrg] (0 f) ={o f}

Proof. Consider an interrupt ¢ of maximal priority, i.e. P(Sq) = Pmasz- For a
program point u occurring in a path 7 € II(R][r,], o) the condition of constraint
[S3] is never satisfied since P(u) > P(sq). Thus constraint [S3] does not con-
tribute to R[r,]. Consequently Lemma 1 holds for 7, even when Property 2 is
not generally satisfied. Therefore for = € IT(S[r,],o) and S¥[r,] (¢ f) = {0 f}

we have:

{(I] 0) £} = SFlrg] (0 f) = {o f}
I.e. Property 2 holds for ¢. If Property 2 holds for all interrupts of maximal
priority we can repeat this argument for the next lower priority and so on. O

4 Simple Analysis of Flags

In this Section we provide a first analysis of flag based synchronization patterns
where no value of f is excluded before an interrupt occurs. Accordingly, we start
the analysis of each interrupt with Vy. Then by Lemma 1, the set of possible
values of f at any program point u is given by

R'[u] = J{R*[u] ¢ | c € Vy}

Now consider a global variable x. Simple protection mechanisms for by means
of the flag f assume that the value of f after the protected access to x is reliable.
Here, we call f reliable at a program point u, if its value may not be changed by
any higher priority interrupts occurring at w. More formally f is reliable at u if
for all interrupts ¢ that may occur at u, i.e. P(sq) > P(u), and every program
point v reachable from s, without entering another interrupt we have:

Rf[v] ¢ C {c¢} forall c € R[]
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This test can be done in time linear in the size of the program and the number
of values of f. The following Theorem shows how reliable values of a flag f can
be used to verify the absence of data races.

Theorem 2. Assume that u and v are end points of accesses to x where v is
reached without entering another interrupt by an interrupt ¢ with P(u) < P(sq)
and flag f is reliable at program point w. Then no data race between u and v
occurs, if R [u] N R°[v] = 0.

Proof. Assume there is a race path going through u and v. Since the flag f is
reliable at u, the sub-path 7 from u to v may not contain assignments changing
f. Let o be a state reaching u where 7 is executable for o and o f = ¢ € R’[u].
Let m = m(sq, , )m2 where mp contains no interrupt entry edges. Then the
program state o1 = [m1] o after execution of m; as well as [r2] o1 will map
f to ¢. Therefore by Lemma 1, ¢ also must be included in R’[v]. Accordingly,
R°[u] NR’[v] # ) — in contradiction to the assumption. O

In the program in Fig. 1, the flag f is reliable at Iz where R’[Ix] = {1} and
R’[Qxz] = {0}. Accordingly due to Theorem 2, the program does not contain a
data race. However for the pattern in Fig. 2, the flag is not reliable in the sense
of our definition here. Therefore, Theorem 2 cannot excluded a data race for
variable x.

5 Precise Analysis of Flags

The flag analysis from the last section is imprecise regarding two main points.
First, all flag values are assumed to possibly occur at all entry points of inter-
rupts. Second, only reliable flag values could be exploited for discarding potential
races. In this section we therefore refine our approach by precisely tracking how
flag values may change along inter-interrupt paths. Due to Property 2 the value
analysis from Section 3 still provides valid intra-interrupt results for a given set
of flag values at the beginning of the corresponding interrupt. In order to use
these results to determine whether a value c is possible for a flag f at the start
of an interrupt they are refined by additionally recording the minimal priorities
at which f equals ¢. The minimal priority at which a flag f obtains a certain
value is crucial since this is when the value is propagated to the largest number
of other interrupts.

Accordingly, we now consider abstract values of the form Vy — P, where
Ps =PU{oco} and oo denotes, that a value is not obtained at all. The ordering
is point-wise and reversed, i.e., L maps all values to oo (no values are obtained)
whereas T maps all values to 0 (all values can occur at all interrupt entry nodes).
The following constraint system [C] accumulates for every interrupt and proce-
dure the occurring values of flag f and the corresponding minimal priorities. In
that constraint system, priorities are added to value summaries R[u]? of type
V; — 2Y7 by means of the functions pry;, which returns a function of type
Vi = V; = Py and is defined by:
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, i ifdege
pry; pcc = .
0o otherwise
First we characterize functions S*[r3] (h a procedure) where S*[ry] ¢ ¢’ denotes
the minimal priority at which the flag f could take the value ¢’ along any f-
executable path in h when the initial value of f is c¢. For this, we accumulate the
values computed by S¥[-].

[CO]  S*[sn] 3 pryp(s),) S#(sp] h € Proc
[C1] S*[v] 3 (pryp(v) Stv)) US*[u] (u, ,v) € E
[C2] S*[v] O S*[rp] L S*[u] (u,h(),v) € E

By means of these procedure summaries, we characterize mappings R*[u], where
R*[u] ¢ ¢’ indicates the minimal priority at which flag f may have value ¢’ along
paths reaching v when the value of f equals ¢ at the program point where the
last interrupt before reaching u occurs. These are given by the least solution to
the following constraint system:

[C3] R*[s] 2 pryp(s,) R¥[sq] q € lrpt
(C4] R[] 2 (prypey R UR'u] (u,5.0) € B
[C5] R*[v] 3 S*[rp] UR*[u] (u,h(),v) € E

Since the constraint system [C] is a pure join system (the only operator in right-
hand sides is L), the least solution can be computed in time linear in the size of
the program and polynomial in the number of flag values. The formal correctness
of our construction is given by the following lemma.

Lemma 3. For a program point u, flag f and initial state o with o f = c the
following holds:

(1) For all paths m € IT;(Rlu],0) that do not contain any interrupt edges (sq, , )
and program points v such that 1 = m( , ,v)me and ([r1(, ,v)] o) f=¢
we have R*[u] ¢ ¢/ < P(v).

(2) If R*[u] ¢ ¢ = p then there exists a path m € IIf(Rlu],0) that does not
contain any interrupt edges (sq, , ) and there exists a program point v such
that m = mi( , ,v)me and ([m(, ,v)] o) f = and P(v) = p.

Proof. The proof is done by induction on the Kleene-iteration steps used to
compute the fix-point. Since we use the same priority information in the systems
[C] and [R] Lemmas 1 and 2 imply the result for the initialization constraints
[CO] and [C3]. Again by Lemmas 1 and 2 and induction we know the result holds
for both operands of a join. Soundness then follows directly. For the completeness
statement (2) we note, that P, is totally ordered. Therefore the join operator
element-wise selects the result of one of its operands. a

Consider, e.g., the program in Fig. 1. For the return nodes of r; and rg we have
R*[r;]0={0+— 1,1+ 1} and R*[rg] 0 = {0 — 3,1 — oo}, respectively.
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The results of the intra-interrupt accumulation of flag values and priorities are
now combined to summarize the effects of all interrupts of a given priority. For
each priority 4, let I; denote the least upper bound of R*[r] for all interrupts g of
priority ¢. Thus, I; ¢ ¢’ returns the least priority for which the flag f may obtain
value ¢’ inside an interrupt of priority 4 if the value of f is ¢ before execution is
interrupted (by an interrupt of priority ¢). Formally, we have:

Lemma 4. For a program point u, flag f, initial state o with o f = ¢ and a
path m € II¢(Rlu],0) with m = (sq, , )n’ where @' contains no interrupt edges
(sqs » ) and ([7] o) f = ¢, we have Ip(,y c ¢’ < P(u).

Proof. By definition of I; we have I; ¢ ¢ < R*[ry] ¢ ¢ and from Lemma 3 we
obtain R*[ry] ¢ ¢ < P(u). O

Conversely we can show, that the functions I; are complete with respect to
f-executable paths.

Lemma 5. For a flag f and initial state o with o f = c if I; ¢ ¢ = j
then there exists an interrupt ¢ with P(sq) = i and an path m € II;(R[ry], o)
such that m = (sq, , )m(, ,v)me, m contains no interrupt edges (sq, , )

(I(sqs > )m( sv)] o) f =" ¢ and P(v) = j.

Proof. Since P, is totally ordered, the join on V; — V; — P, can always
select one of the joined values. Therefore we do not introduce finite priorities for
values, which are not actually obtained during some interrupt. Let ¢ denote the
interrupt, such that R*[rq] ¢ ¢ = j. Lemma 3 then yields a path realizing the
value c. O

K

In order to account for inter-interrupt effects, we first lift the mappings I; :
Vi — Vi = Py to mappings (Vy — Po) = (Vy — Po) by

(ife 1) 6 =0u| [{Tic| ce Vg, 6 e <i}

Thus, the transformation (lift I;) takes a mapping of flag values to priorities and
returns the mapping, which maps each value ¢ to the minimal priority at which
flag f can attain value c if additionally interrupts at priority ¢ are taken into ac-
count. Note that the application of (lift I;) to a mapping d can be represented as
matrix operations and therefore computed in time polynomial in the number of
possible values. In the final step, the inter-interrupt summaries I(; ;) comprising
the effects of interrupt at priority levels between i and j are obtained from the
lifted intra-interrupt summaries by composition:

I gy = (liftI;) o ... o (lift I;)

where for 7 > j, we assume I(; ;) to equal the identity transformation. The level
summaries do not need to be composed in every possible order, since a higher
priority interrupt must terminate before another interrupt of lower priority can
execute. But on termination the higher priority interrupt must have restored
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the values of flags, i.e. for the lower priority interrupt it might as well not have
occurred. Therefore only chains of consecutive interruptions add new entries to
the set of possible values of a flag f. Such chains, however, must have strictly
increasing priorities. Let init; : 27 — (V; — Py) denote the functions that
given a set of values C returns the mapping which maps each value in C' to 4, i.e
init; C' ¢ = i for ¢ € C' and oo otherwise. Applying inity to the set of initial values
of flag f reflects the fact, that initial values can occur at all interrupt entry
nodes. Moreover, let filter; : (V; — Py.) — 2V7 denote the function which takes
a mapping of flag values to priorities and returns the set of values of priorities
less than j, i.e., filter; 6 = {c | 6 ¢ < j}. Applying filter; returns the set of flag
values possible at entry nodes of interrupts of priority j according to the given
mapping. With these definitions, we obtain the set of all possible values of flag
f at entry nodes of interrupts with priority j by:

Cj = (filterj o I(l,jfl) o inito) Co

where Cj is the set of possible values of f at program start. Accordingly, the
set of all values of f possibly occurring at program point u when reached by an
interrupt with priority j, is given by:

R'[u, j] = | J{R*[u] ¢ | c € Cj}

The complexity of applying I(; ;) to some initial mapping of values to priorities,
requires to apply (j — i) times a lifted transformation (lift Ij). Therefore, this
can be done in time polynomial in the number of possible flag values where the
exponent linearly depends on j — 4.

Theorem 3. For a program point u reached by an interrupt with priority j, flag
f and initial state o with o f € Cy, we have:

Ruj2  |J {«o)f}

me€lly(R[u],0)

Proof. For a path m € IIt(Ru], o) with ([7] o) f = ¢’ we show that ¢’ €
R’[u, j]. In case that j = 1, we have the following:

R[u,j] = | J{R*[u] ¢| c € C1} = J{R*u] ¢ | c € (filter; oinity) Co} =
(R [u] c| c € Co} 2Ry (o f)

With Lemma 1 the result follows. For higher context priorities we decompose 7
into the two parts. The part inside the final interrupt ¢ and the part before ¢q. Let
m=7'(, ,v)(sq, , )7” where P(sy) = j and 7" does not contain any interrupt
edges (sq, , ). Since Lemma 1 applies (s, , )7” again what’s left to show is,
that the values observable by s, are contained in C;. Let ([7'( , ,v)] o) f=¢.
Then Lemma 4 yields, that there exists a priority ¢ < P(v) such that I; (o f) ¢/ =
i. Since j = P(sq) > P(v) we obtain ¢’ € C; concluding the proof. a
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Note, that Property 2 ensures, that the interrupt-free tails exist. Otherwise
higher priority interrupts changing f might be necessary to reach u with ¢”. For
f-executable paths the sets of reaching values are also complete.

Theorem 4. For a program point u reached by an interrupt with priority j, flag
f and initial set Cy we have:

R'ujc J U o)

o feCo mellf(Rlu],0)

Proof. In case R’[u, j] = 0 the result follows immediately. Otherwise Lemma 2
yields, that for every ¢’ € R?[u, j] there exists a ¢’ € C; such that for a state o9
with oy f = ¢” there exists a path m € IIf(R[u], 02) with ([m2] o2) f = ¢’ and
w2 = (Sq, , )mh with P(sq) = j. If there exists a program point v with P(v) < j
such that there exists state o with o f € Cp and a path minll;(R[v], o) with
([r1] o) f =" then myma € IIf(R[u], o) concluding the proof. If however there
is no such state or program point then by Lemma 5 we have ((lift I_1)o---o
(lift I1) o (initgCp)) ¢" > j. Therefore filter; would remove ¢ in contradiction
with Lemma 2. O

Combining Theorems 3 and 4 shows, that if R"[u, j] = () then there is no path
which is f-executable for o¢ and reaches u by an interrupt with priority j.

Corollary 1. For a program point u, a priority j and a flag f with initial value
set Co = {oo f} we have:

R’[u,j] =0 <= II;(R[u],00) =0

Consider again the program in Fig. 1. For (program points in) the critical
sections Tz and Qx we have R°[Iz,1] {0} = {1} and R"[Qz, 3] {0} = {0}.

5.1 Data Race Analysis

In the previous section we have shown, that the values of a flag f can be tracked
precisely along all f-executable paths reaching a given program point. A data
race, however, consists of two program points u and v at which shared data is
accessed and a path from one to the other. Therefore we extend the results for
reaching values to start from any given priority level (instead of 1). The set of
possible values of flag f at entry nodes of interrupts with priority j from a set
of values C' at priority i, is given by:

Ci’j = (fl|terj o I(i+1,j—1) o |n|tZ) C

Accordingly, the set of all values of f possibly occurring at program point u
when reached by an interrupt with priority j, is given by:

R’[u,i,j] = U{Rﬁ[u} cleeCujy}t
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Consider a flag f with initial value set Cy and program points u and v which
are reached by interrupts with priorities j and k, respectively. To decide if there
is a race at accesses to a variable z occurring at u and v we first compute by
R’[u, j] = C the values of f reaching u. Then starting with C' and the priority
P(u) of u we compute R’[v, P(u), k] the set of values of f reaching v is execution
is interrupted immediately after the access at u. If this set is non-empty, there
exists a path satisfying the conditions for a data race.

In contrast to Theorem 2 the construction and use of interrupt summaries
allows us to determine the set of possible values reaching the start of a potentially
racing interrupt and avoid the imprecision incurred by starting the analysis with
Vy. Furthermore since intermediate changes of flags are tracked it is no longer
necessary for flags to be reliable. Formally we have:

Theorem 5. For accesses to a variable x at program points u and v where v is
reached by an interrupt with priority j > P(u) and the set of values of flag f
reaching u given by C # 0 we have:

(1) There is no race between the two accesses, if R[v, P(u), j] = 0.
(2) If R°[v, P(u),j] # O there is a race path connecting u and v which is f-
executable for some oy with oo f € Cp.

Proof (Theorem 5). If R*[v, P(u), j] = 0 we have R*[v] ¢ = () for all ¢ € Cp(y) )-
This corresponds to R’[v, j] = 0 in the (sub-)program consisting only of inter-
rupts with priority greater than P(u). Therefore Corollary 1 yields, that there is
no f-executable path reaching v from u with the given value sets. Consequently,
there can be no race path.

If however, R’[v, P(u), j] # () there exists a path 7 from u to v which contains
only interrupts of priority greater than P(u) and which is f-executable for initial
states o1 with o1 f € C. Therefore every program point v; occurring in m; has
a higher priority than wu, i.e. P(v) > P(u). Since C' # 0 there also exists an
initial states oo and a path mo reaching u that is f-executable for go. With
Corollary 1 we can assume, that ([m2] o2 f = o1 f. Then mam is a f-executable
race path since the lowest priority obtained in 7 is greater than P(u) and the
states match. O

For our running example from Fig. 1 we have the initial value set {0} and
R°[Iz,1] = {1} as well as R’[Qx,1,3] = () since the only value that can pass
through the guard edge to Qz is 0. The analysis presented in this section is able
to handle more complex patterns as well. For example consider the extension
in Fig. 2. The assignment f=2; in the interrupt R adds 2 to the set of values
Q can observe at Iz. We have R°[I1,1] = {1,2}. But still R’[Qz,1,3] = 0
certifying, that there is no race between Iz and Q. If however @ checked for
f =1 instead, which yields the same result for the program without R, we
would obtain R?[Qz,1,3] = {2}. The corresponding race path is given by first
interrupting I with R and then after f has been set to 2 interrupting R with

Q.
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int f = 0; /* Priority 2 */ /* Priority 1 x/
int x = 0; ist R() { isr I() {
/* Priority 8 x/ if (f==1){ f =1,
isr Q() { f =2 x++; /* Iz x/
if (f==0) f =1, f =0
X——; /% Qr #/ } }
} }

Fig. 2. Extended example code of program with a flag f

Table 1. Benchmark results

program loc  time (s)  warnings w/o flags warnings w flags
example flag 18 0,012 1 0
resource flag 26 0,020 1 0
inverse flag 21 0,012 1 1

weak flag 21 0,016 1 1
arbiter flag 26 0,018 1 0
linecar 2586 0,072 5 0
bipedrobot 2684 0,028 1 1
ballsort 2786 0,424 7 0
controller ~400k 3171 929 265

6 Experimental Results

The analysis from Section 4 has been implemented in the Goblint tool [18]. For
that, we extended the analysis with tracking of priorities and acquired resources
as described in [15], as well as an inter-procedural treatment of local variables
and parameters and global invariants to deal approximately with global data
different from flag variables. We have tested our implementation on a number of
valid and invalid uses of flags. The results are summarized in Table 1. Execution
time (in seconds) on an Intel(R) Core(TM) i5 650 running Ubuntu is listed in
column 3. The last two columns indicate the numbers of warnings by the analyzer
without and with taking flag information into account.

Benchmark example flag is the programs of Fig. 1 and the accesses to x are
proven safe. Benchmark inverse flag is benchmark example flag with flipped
priorities. While syntactically the flag pattern is intact the associated priorities
render it moot. The analysis captures this and issues a data race warning for x.
Benchmark resource flag has an additional task of intermediate priority which
temporarily (re)sets the flag to 0, but employs resources to increase the priority of
I to the intermediate priority before using the flag. Due to the raised priority the
value of f is reliable and the analysis verifies the accesses to x as safe. Benchmark
weak flags employs the flag pattern correctly, but not thoroughly. There is an
additional high priority interrupt, which also accesses x. The analysis recognizes
the flag pattern where it is used, but issue a data race warning due to the
unprotected access. Benchmark arbiter flag uses an extended synchronization
scheme where the lowest priority interrupt uses the value of the flag variable to
signal which higher-priority interrupt is allowed to enter its critical section.
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Additionally, the analysis has been evaluated on four larger programs Bench-
marks linecar, bipedrobot, and ballsort consist of about 300 to 500 lines
of application code plus about 2300 lines of headers taken from the NxtOSEK
framework [17]. While benchmark bipedrobot is taken from the NxtOSEK sam-
ples [17], benchmarks linecar and ballsort have been produced in students’
projects. Interestingly, the students made use of flag variables without having
been told to do so. Benchmark linecar is the control program for a line fol-
lowing car which picks up items placed on the track. Two variables are used to
synchronize between scanning for the line and forward movement. Benchmark
bipedrobot is a two-wheel self balancing robot which uses a resource, i.e. dy-
namic priorities, to synchronize between balancing and movement. The warning
is due to an initialization task, which omits acquiring the resource. It assumes
that the timers have not yet triggered the remaining parts of the program. The
code of benchmark ballsort resembles a state machine controlling a manipula-
tor arm which first locates colored balls in reach and then sorts them by placing
red balls to the left and blue balls to the right. Additionally it has a pause but-
ton, which stops all movement until it is pressed again. A race-analysis based
on priorities alone would warn on all shared variables. On the contrary, treating
the state variable as a flag, allows to verify all accesses as safe.

Finally, controller is an industrial benchmark. It consists of about 400,000
lines of code including headers. During the analysis 7232 global variables are
found. The flag analysis reduces the number of race warnings from 929 to 265.
This corresponds to a reduction by over 60%. The analysis on this real-world
example takes about 3171s.

Overall, the analysis times, in particular for the larger programs, are accept-
able. Also the number of spurious data race warnings is dramatically reduced in
the industrial benchmark controller. The remaining data race warnings could
possibly be reduced further, if additional information such as, e.g., worst-case
execution time and cycle duration of time-triggered tasks is taken into account.

7 Related Work

In general terms, we are attempting to exclude invalid paths from diluting the
analysis result. Taking into account the control flow of procedure call and re-
turn, makes the analysis contezt-sensitive. Static analysis of concurrency errors
requires context-sensitive alias analysis, and there are various solutions to obtain
context-sensitive alias analysis for race detection, including approaches based on
procedure summaries of relative locksets [19], bootstrapping of alias analyses [3],
type based label-flow [12], and conditional must-not aliasing [10].
Distinguishing valid paths w.r.t. the sequential semantics of program execution
is known as path-sensitivity. Path-sensitivity is required to deal, e.g., with con-
ditional locking schemes. Voung et al. [19] identify this as one important source
of false alarms in their analyzer. A generic approach to path-sensitivity is prop-
erty simulation [2]. We have previously applied this technique to achieve path-
sensitive data race analysis [18]. What we require here, however, is path-sensitivity
w.r.t. the interleaving semantics of the program. We need to exclude semantically
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invalid interleavings, not merely invalid paths in the flow-graphs. None of the static
race detection tools we are aware of [3, 9, 13, 19] attempt to exclude semantically
invalid interleavings based on boolean guards. Also, our tests with state-of-the-
art dynamic race detection tool, Intel Inspector XE 2013 (formerly Intel Thread
Checker [14]), revealed that boolean flags confuse the analysis such that no warn-
ings are generated at all even when negating the flag to make it invalid.

We realized the seriousness of this issue when attempted to adapt conventional
race detection techniques to priority-driven single-processor concurrency systems
[15]. In this setting, locking can be avoided by higher priority threads because
lower-priority threads cannot preempt them. We have explored how boolean pro-
gram variables can be used instead of explicit locking. Another way to avoid ac-
quiring a resources by higher priority threads is to merely check if the lock is free. If
no other thread holds the lock, the highest priority thread can simply execute the
critical section. Miné [7] presents a scheduled interference semantics of ARINC 653
systems that takes this into account by tracking a separate set of resources known
to be free. A mutex is only known to be free when it has been explicitly probed by
the highest priority thread that uses it and there has been no blocking operations
(e.g., attempting to lock another mutex) since the mutex was last probed.

8 Conclusion

Application developers tend to rely not only on the synchronization mechanisms
provided by embedded operating systems such as Autosar/OSEK to secure their
programs. Therefore, we provided analysis methods for programs executed by
Autosar/OSEK which can deal with hand-crafted synchronization mechanisms
based on flag variables.

The analysis is based on an off-the-shelf constant propagation analysis,
together with post-processing to take care of the intricate inter-interrupt de-
pendencies arising from the priority based scheduling of OSEK programs. Our
characterization of flags allowed us to precisely determine whether two accesses
comprise a data race or not. The required fix-point computations are all linear
in the size of the program and polynomial in the number of possible flag values,
which in our experience is small.

The construction can be enhanced by using more sophisticated value analyses
of flag variables, e.g., by allowing to store and restore flag values or by track-
ing dependences between different flags. Our preliminary experiments, however,
showed that already the simple version of our analysis presented in Section 4
drastically reduces the number of false alarms in real-world programs. It remains
for future work to evaluate in how far stronger analyses will have a significant
impact on the practical precision of the analysis.
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