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it should be both fully automatic and su�ciently e�cient. No user is will-ing to wait for hours (or even for minutes) to receive the answer to herquery or get her program compiled. In general, however, the answer for everynon-trivial question about programs is uncomputable. Therefore, the \art" ofprogram analysis consists in �nding acceptable compromises: providing su�-ciently \precise" answers in a reasonable amount of time. This paper studiessome design choices together with their impacts on precision in the area ofanalysis of imperative procedural languages as well as logic languages likeProlog.The main analysis question we are interested in asks for the set of valuesreaching certain program points when the program is executed. Such an anal-ysis is also called reachability analysis. Since the programming languages weare interested in provide the concept of procedures, it turns out to be usefulas an auxiliary question to ask for the e�ects of procedures. Let us call thistype of analysis e�ect analysis. Determining the e�ects of procedures can bebased on an abstraction of the denotational semantics of the program as in[13,32,41,8,9]. Execution of programs, however, and reachability of programpoints with states are essentially operational notions. As an illustration, con-sider the following (admittedly contrived) program:s p(a); s p(b) p(X) The set of (�nite) SLD evaluation trees for s is empty, since evaluation of snever terminates. Nonetheless during this non-terminating computation, pred-icate p is iteratively called with input substitution fX 7! ag. A meaningfulreachability analysis therefore is obliged to report this fact (or its abstrac-tions). It is exactly for this kind of situation where a small-step operationalsemantics has been favored [11,46]. The small-step operational semantics ofrecursion is most naturally modeled by pushdown automata (PDAs). Relatedconcepts have successfully been used for imperative languages [49,33,2,4] aswell as for Prolog [39,16,17].In order to derive an analysis engine, this framework proceeds in three stages.In the �rst stage, the concrete operational semantics is simulated by an ab-stract operational semantics [46]. Ideally, while preserving the control struc-ture, we would only \abstract" data and the operations on data. Then, ouranalyzer simply needs to execute this abstract version of the program. Abstrac-tion of data, however, introduces loss of information implying that evaluationof conditions may no longer allow us to determine precisely the branches takenat runtime. A safe choice at hand therefore is to abstract conditional branch-ing by non-determinism. The somewhat surprising consequence is that, despitethe apparent di�erences in the concrete semantics, the abstract operational se-mantics of deterministic procedural languages likeC and the non-deterministic2



procedural language Prolog are (conceptually) identical.This �rst derivation step of the framework has transformed analysis problemsfor the concrete semantics into corresponding analysis problems for the ab-stract operational semantics. In the second stage, a system of (in-)equationsis selected which (more or less precisely) characterizes the property to be an-alyzed. In the last stage, a standard solver is applied to compute a (least)solution of the system of (in-)equations.Such solvers have systematically been studied in [6,20,8,22,23]. Therefore, weconcentrate here on the second stage, that is, the design decisions for ananalysis once the abstract operational semantics of a program is �xed. Themain contributions of our paper are:� By giving a uni�ed framework applicable to imperative as well as logiclanguages we hope to bridge the gap between two communities that usuallydo not know much from each other;� By basing our framework on a small-step operational semantics, we both de-rive and prove correct not only e�ect analysis but also reachability analysis{ a topic which has been often treated quite carelessly;� Besides presenting known analyses we also succeed in deriving completelynew ones.The main motivation, however, for our uni�ed framework is to enable us toelegantly compare di�erent approaches w.r.t. their relative precisions. Thus,� We compare two approaches to reachability analysis: both start from a sys-tem of inequations for e�ect analysis; while the �rst one extends the systemof inequations by adding further variables and inequations, the second oneleaves the system unchanged and applies local �xpoint computation instead;� We clarify the impact of the design decision of using \backward accumula-tion" instead of usual \forward accumulation";� We derive scenarios where computing with sets (\relational analysis") gainsnothing over computing with individual abstract values (\functional analy-sis"); and� We explain why enhancing a functional analysis by applying disjunctivecompletion to the abstract domain as suggested in [24] may still lose preci-sion against relational analysis.The overall structure of our paper is as follows. Section 2 introduces interpro-cedural control-ow graphs which are used as a meta-language for programanalysis. As an example, Section 3 presents a translation of (a pure subset of)Prolog into this meta-language. Section 4 introduces our notion of pushdownautomata and shows how they can be used as a formal model for the oper-ational semantics. Section 5 introduces the notion of \simulation" betweenPDAs. Sections 7 and 8 consider systems of inequations for e�ect analysis.3



Section 7 systematically derives systems of inequations with forward accumu-lation, whereas Section 8 systematically derives systems of inequations withbackward accumulation. In particular, we prove that relational analysis (ei-ther with forward accumulation or backward accumulation) is \optimal" inthe sense that the respective analysis problems are precisely solved. Section9 is devoted to reachability analysis. We present two ideas: �rst, reachabilitythrough application of local solvers, and second, reachability through exten-sion of systems of inequations for e�ect analysis. We determine that, in general,reachability analysis based on local solvers is more precise than reachabilitybased on extensions of systems of inequations for functional e�ect analysis.Section 10 compares the systems of inequations with forward accumulationand those using backward accumulation w.r.t. precision. In Section 11 westudy scenarios where relational analysis essentially computes no more infor-mation than functional analysis. To this end we critically review a scenarioalready suggested for imperative languages, as well as present new scenarioswhere coincidence can be proved. One of these scenarios turns out to be espe-cially well-tailored for the analysis of Prolog programs. Finally, the comparisonof relational analysis with functional analysis, enhanced with disjunctive com-pletion is included in Section 12.This work has been presented as a tutorial at ETAPS'98. A condensed versionof Sections 2-10 is presented in [48]; a short abstract of Section 12 occurs as[47].2 The Meta-LanguageIn this paper, we consider programming languages where programs can beseparated into a speci�cation of control-ow and a speci�cation of data-ow.Control-ow de�nes a set of program points together with those sequencesof program points which are (formally) possible program executions. In thepresence of procedures, control-ow is most conveniently described throughinterprocedural control-ow graphs (interprocedural CFGs). Given a speci�ca-tion of control-ow, data-ow indicates what kind of operations are executedduring program execution when passing from one program point to another.Here, such a speci�cation is called behavior.Formally, an interprocedural control-ow graph consists of a �nite set Proc ofprocedures together with a collection Gp; p 2 Proc, of disjoint intraproceduralcontrol-ow graphs. We assume that there is one special procedure main withwhich program execution starts. The intraprocedural control-ow graph Gp ofa procedure p consists of the following components:� A set Np of program points; 4



� A special entry point sp 2 Np; for simplicity, we denote sp by p itself;� A set of exit points Rp � Np;� A set of edges Ep � Np �Np;� A subset Cp � Ep of call edges where for each e 2 Cp, call e denotes theprocedure called at this edge.Let Point and Return denote the sets of all program points and all exit points,respectively. Let Edge, Call and Basic denote the set of all edges, the set of calledges, and the set of remaining edges, respectively. Edges from Basic are alsocalled basic computation steps. Let D denote the set of possible data valuesor program states. Then computation on data can succinctly be representedthrough the (possibly partial) functionsEntry : Call! D! D procedure entryExit : Return! D! D procedure exitTrans : Basic! D ! D computation stepComb : Call! (D �D)! D resume after callThe functions Entry and Exit specify how data are passed to the called proce-dure and returned from it. The function Trans speci�es the transfer functionsfor basic computation steps whereas the function Comb corresponds to com-bine in [33] or R in [37,36]. It combines the result returned by the calledprocedure with the value before the call yielding the value after the call. Thisbinary function allows us to model local variables of procedures conveniently.Let us call the collection of the functions Entry, Exit, Trans and Comb behavior.This program representation has been used for instance by Jones and Much-nick for imperative programs consisting of a �nite set of non-nested procedurede�nitions where each procedure may have local variables and use value as wellas result parameters (as in AlgolW) [33]. A similar class of programs is dealtwith in [13,37]. Bourdoncle extends this approach to deal with nested proce-dure declarations, global variables and reference parameters as in Pascal [2].Extensions including procedure parameters are considered in [4]. First-orderfunctional languages (with tail call optimization) are considered by Debrayand Proebsting in [18]. One further instance of this meta-language is normal-ized Prolog [8,20].3 PrologA normalized (pure) Prolog program consists of a set Pred of predicates, amain predicate main 2 Pred together with a set Clause of clauses. Each clause5



is of the form p(X1; : : : ; Xk)  � where p is a predicate, and � consists ofa sequence of goals. A goal in � either is a literal like q(Xi1 ; : : : ; Xim) (withpredicate q and pairwise distinct variables Xij ) from Lit or a basic goal fromBuiltin like Xi = t or true. Thus, � 2 (Lit [ Builtin)�.In order to extract control- and data-ow from such programs, we view eachpredicate p as a procedure whose procedure body is given by the clauses forp. Thus, the set of program points consists of all predicates p together withall items u = [h  �:�], �; � 2 (Lit [ Builtin)�, where h  �� 2 Clause. Theitem u is an exit point if � � � (the empty sequence). The set of edges is givenby all pairs (p; [h :�]) where h � is a clause for p, together with all pairse = ([h �:g�]; [h �g:�]). If g is a goal of the form q(Xj1; : : : ; Xjm), thene is a call edge which calls procedure/predicate q, that is, q = call e. All otheredges are basic computation steps.Given a set D of possible program states, the semantics of normalized Prologprograms is speci�ed through the following functions [8,20]:[[:]] : Builtin! D! D meaning of basic goalsrestrG : Lit! D! D restriction to locals in callci : Lit! D! D parameter passing into predicateextC : Clause! D! D initialization of selected clauserestrC : Clause! D! D restriction to head variablesco : Lit! D! D parameter passing back into predicateextG : Lit! D �D! D e�ect of callThe function [[:]] assigns a meaning to basic goals, restrG restricts the currentstate to the variables occurring in the corresponding goal; extC extends thecurrent state to take all clause variables into account; restrC restricts thecurrent state to the variables occurring in the head of the clause; extG describeshow the state after the call is determined from the state returned by thepredicate and the state before the call; �nally, ci and co model the e�ect ofvariable renaming. Given these functions, the behavior can be obtained by:Trans e d = [[b]] d if e = ([h �:b�]; [h �b:�]); b 2 BuiltinTrans e d = extC (h �) d if e = (p; [h :�]); h � p(: : :)Exit r d = restrC (h �) d if r � [h �:]Furthermore for e = ([h �:g�]; [h �g:�]) with g � p(: : :) 2 Lit,6
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Fig. 1. The interprocedural CFG for example 1.Entry e d = ci g (restrG g d)Comb e (d1; d) = extG g (co g d1; d)Example 1 Consider the programmain X = a; p(X); main p(X) X = b p(X) as presented in the introduction. In order to meet our syntactical restrictions,we renamed the main procedure s as main and made the uni�cations X = aand X = b explicit. The corresponding (interprocedural) control-ow graph isgiven in Figure 1. There, we also attached the corresponding goals of edges aslabels. This is convenient since, according to our generic semantics of Prolog,the behavioral functions for edges can directly be generated from these labels.Also, we listed the formal parameters of procedures inside the entry nodes. Weshould have added the sets of local variables to the corresponding declarationedges as well. The latter, however, has been omitted for better readability ofthe diagrams. Similar decorations of control-ow graphs with pieces of sourcecode are useful for imperative languages as well. 2In order to reduce the number of arguments, we will write in the following the�rst arguments to behavioral functions (that is, arguments of Return or Edge)as subscripts. Thus, we will write for instance Exitr d instead of Exit r d andCombe (d1; d2) instead of Comb e (d1; d2).4 The Operational Semantics: Pushdown AutomataFor the (small-step) operational semantics of a program we rely on pushdownautomata (PDAs for short) [49,33,39,16,37]. There are several ways how suchpushdown automata can be de�ned. Lang [39] for instance follows the tradi-tion in parsing theory. He views intermediate con�gurations as sequences ofstack symbols and the set of transitions as left-rewrite system. For a recentpresentation, see also [17]. Instead, we insist on an explicit distinction between7



the current program state and stack symbols. In our presentation, stack sym-bols either represent the current program point (in which case they occur ontop of the stack) or stacked activation records. Stacked activation records cor-respond to called, but not yet completed procedures. This distinction allowsus to view procedures as transformers on states { a fact onto which manyexisting (e�cient) analysis algorithms are based.Therefore, we de�ne a pushdown automaton as a triple M = (D;�;`) where� is the set of stack symbols, D is the set of states (or values) and ` is thetransition relation. The set of con�gurations of M equals the set D� ��. Thetransition relation consists of the following three types of transitions:(d1; A) ` (d2; �) (pop)(d1; A) ` (d2; B) (shift)(d1; A) ` (d2; B1B2) (push)where d1; d2 2 D and A;B;B1; B2 2 �. While shifts correspond to intrapro-cedural computation steps, pushes and pops are used to model calls to andreturns from procedures. Note that pushes not only add new elements to thestack but may also modify the former topmost symbol. Indeed, this feature isessential for our operational semantics. The relation ` is extended to a relation`M on con�gurations by (d1; w1) `M (d2; w2) i� w1 = Aw and w2 = vw with(d1; A) ` (d2; v). If no confusion may arise, we will skip the index M at `M .Consider a program, represented through an interprocedural CFG togetherwith a behavior as in Section 2. The PDA which implements the operationalsemantics uses � = Point[(D�Call) as set stack symbols. The set of transitionsobtained from the behavior is de�ned by:Push : (d; u) ` (d0; p [d; e]) if e = (u; ) 2 Call, p = calle, d0 = Entrye dPop : (d; r) ` (d0; �) if r 2 Return and d0 = Exitr dShift : (d; u) ` (d0; v) if e = (u; v) 2 Basic and d0 = Transe dUnpack : (d1; [d2; e]) ` (d0; v) if e = ( ; v) 2 Call and d0 = Combe (d1; d2)Observe that we split the set of shift transitions into one set involving pro-gram points and one involving unpacking of stacked frames [d2; e]. Each popis immediately followed by an unpack step. Separating the return from pro-cedures into two steps conveniently allows us to distinguish between the ef-fects of procedures and the e�ects of calls. All con�gurations reachable fromsome initial con�guration (d0;main) are of the form (d; A [d1; e1] : : : [dm; em])where d; d1; : : : ; dm 2 D, e1; : : : ; em 2 Call and A = [d0; e0] 2 D � Call orA = u 2 Point. In the latter case, u corresponds to the program point in the8



currently active procedure, whereas each [dj; ej] represents the stacked framefor a call whose evaluation has been started but not yet completed.4.1 Limitations and ExtensionsOur approach to the construction of a small-step operational semantics is nolonger applicable if more complicated forms of control-ow must be considered.Therefore, it fails for back-tracking in the presence of side e�ects on someglobal state, for instance through arbitrary assert and retract (see [9] or [38]for a generalization in this direction). It also fails in the presence of multiplethreads which communicate through channels or shared variables.Also, it is not appropriate if the procedure called at a call edge cannot be stat-ically determined. A simple example is given by normalized Prolog programsas in Section 3 extended with computed goals, that is, goals which themselvescan be variables. Other instances of this scheme are procedure parameters asin Pascal [3], higher-order functional languages [19] or dynamic method dis-patches as in Java. Such dynamically determined procedure calls, however,can be dealt with through a minor extension of the PDA approach. We simplyallow our PDA to select the procedures to be called depending on the currentstate. Technically, we enhance the functionality of our function call:call : Call! D! 2ProcObserve that we allow several procedures to be called in a certain state (oreven none). The push transitions for an edge e = (u; ) 2 Call then look like:Push : (d; u) ` (d0; p [d; e]) if p 2 calle d and d0 = Entrye dIf the set of called procedures depends on the state, we feel free to reckon callamong the behavioral functions as well.4.2 Questions about Program BehaviorThe most general questions to be asked about program behavior refer to prop-erties of execution paths. A well-known analysis of that type for imperativeprograms is to determine whether along every execution path reaching a pro-gram point the value of a certain expression has been computed and still isavailable. Here, however, we only consider analyses referring to properties of9



program states at program points. More speci�cally, we are interested in thefollowing two questions:E�ect: Given a program point v and a value d, to determine the set of all d0such that (d; v) `� (d0; �);Reachability: Given an initial state d0, to determine for every program pointv the set of all states d such that (d0;main) `� (d; v�) for some � 2 ��.The �rst question is concerned with the functional behavior of program points,notably procedures. The second question is concerned with the sets of valuesarriving at program points. If for a certain procedure p and d 2 D, we areonly interested in determining for every program point v of p the set of valuesd0 such that (d; p) `� (d0; v), then we also speak of same-level reachabilityanalysis. Given the e�ects of procedures, same-level reachability should bethought of as the PDA formulation of intraprocedural reachability.The restriction to analyses of states at program points is not as limiting asit may seem. Many path problems (in particular, the problem of availabilityof expressions) can be attacked by our approach through the constructionof a suitable instrumented operational semantics where information aboutexecution paths is explicitly recorded in the current program state. In oneextreme case, we could store the complete execution history.5 From Concrete PDAs to Abstract PDAsIn general, reasoning about a PDA M for the concrete operational seman-tics is not tractable. Therefore, we prefer to reason about some PDA M ] fora simpli�ed abstract operational semantics { leaving us with the additionalobligation to guarantee that the information extracted from the analysis ofM ] is meaningful also for the original PDA M . The simplest method to do sois to establish a simulation relation between the PDAs M and M ].Assume that we are given a set D] of abstract values together with a relation� � D�D]. Let us call relation � simulation if � is left-total, that is, everyconcrete value d 2 D is simulated by at least one abstract value inD]. Usually,the set of abstract values is partially ordered where the ordering \v" reectsthe quality of approximation, that is, d � a and a v a0 implies d � a0. Ifthis is the case, we call � compatible. Even more popular are analyses whereD] is a complete lattice, and � is given by means of an abstraction function� : 2D ! D] which commutes with arbitrary least upper bounds [12,11]. Then�X = Gd2X �fdg for all X � D10



and a compatible simulation relation �� can be obtained by:d�� a i� �fdg v aWe extend the notion of \simulation" to (partial) functions and PDAs. Iff : Dk ! D is a (possibly partial) function and f ] : (D])k ! D] is a totalfunction, then f is simulated by f ] (denoted: f�f ]) i� (d1; : : : ; dk) 2 dom(f),and di � ai for all i implies f(d1; : : : ; dk) � f ](a1; : : : ; ak). We do not makeany assumptions w.r.t. monotonicity (or continuity) of concrete or abstractfunctions. We only require abstract functions to be total and the simulationrelation to be respected.Assume now that M and M ] are PDAs for the same interprocedural CFGwith sets of states D and D], respectively. PDA M is simulated by PDA M ](abbreviated: M �M ]) i�(1) the behavioral functions of M are simulated by the behavioral functionsof M ]; and (in case of dynamic procedure calls)(2) calle d � call]e a whenever d� a.Thus given M �M ], we can simulate each execution step of M by a corre-sponding execution step of M ]. Therefore, we obtain:Theorem 2 If the PDA M is simulated by the PDA M ] and d� a then forevery p 2 Proc and v 2 Np,(1) (d; v) `�M (d0; �) implies (a; v) `�M] (a0; �) for some a0 with d0 � a0;(2) (d; p) `�M (d0; v) implies (a; p) `�M] (a0; v) for some a0 with d0 � a0;(3) (d;main) `�M (d0; v�) implies (a;main) `�M] (a0; v�]) for some a0 and �]with d0 � a0. 2By Theorem 2, all three analysis problems: e�ect, same-level reachability aswell as reachability for M can be approximately solved by (approximatively)solving these problems for M ].6 From PDAs to AlgorithmsThe PDA for the abstract operational semantics may be directly used to de-termine (approximate) answers to our analysis problems. A major di�cultytherein is that, in presence of recursive procedures, the number of reachablecon�gurations is in�nite { even when the set of abstract states is �nite. Hence,a naive implementation based on direct execution of PDAs may never termi-nate. In order to obtain a safe result after a �nite number of steps, the PDA11



must be equipped with a detection method of (possible) non-termination to-gether with some widening strategy for this case.Another systematic way of avoiding non-termination consists of approximatingthe in�nitely many con�gurations of the PDA by �nitely many more abstractones beforehand. This is the basic idea of the call-string approach of Sharir andPnueli [49]. A con�guration is abstracted by recording the k+1 topmost stackelements. In the extreme case k = 0, every context except the current programpoint is ignored. In the imperative world, such algorithms have been called\context-insensitive". Context-insensitive algorithms have also been proposedfor Prolog (see for instance [43]). Interesting other choices of abstractions ofpushdown con�gurations are suggested in [42].In this presentation we will not follow these two approaches. Instead we sys-tematically explore the design space of algorithms that avoid both kinds offurther abstraction steps. The key idea is to attach to every procedure p atransformer on states denoting the e�ect of p on the state when p is called.Note that this approach has been pioneered by Sharir and Pnueli as well [49].Our main technique for computing these transformers consists of �nding (andlater-on solving) suitable systems of inequations. An alternative and (essen-tially) equivalent approach relies on equations. We prefer inequations here,since they directly emerge from the graphical representation of programs asinterprocedural CFGs and liberate us from ugly considerations about degen-erated situations. In general, the inequations we consider are of the form x w twhere x 2 Var (Var the set of variables in the system) and t denotes a function[[t]] : (Var ! D)! D mapping variable assignments to values. The variables ininequations correspond to pieces of information we are interested in, whereasright-hand sides represent how variables are inuenced by other variables. Amodel or solution of a system C of inequations is an assignment � : Var ! Dsuch that � x w [[t]] � for all inequations x w t of C. Clearly, every systemof inequations has at least one solution, namely, the trivial one, mapping ev-ery variable to >. Here we are interested in as small solutions as possible:the smaller a value, the higher is the precision. Each system C of inequationsconsidered in this paper has a unique least solution which is denoted by [[C]].A typical inequation could state that the transformer f subsumes the compo-sition of the transformers g1 and g2. This fact can be denoted as:f w g1 � g2 (1)Equivalently, we can express this fact by the following set of inequations:f dw g1 (g2 d) ; d 2 D (2)12



The �rst representation is well-suited in case where the transformers f; g1 andg2 can be succinctly represented as a whole and operations on these like com-position can be computed e�ciently. Indeed, this is quite frequently the casefor imperative languages. Transformers according to the Gen-Kill-approach todata-ow analysis [25], for instance can be represented by pairs of sets. In casesuccinct representations are not known, however, representation (2) suggeststo determine an unknown transformer by computing its function graph [34],that is, the set of its argument-result pairs. This can be made explicit by in-troducing a separate variable, say yf;d, for every application f d, with f a (yetunknown) transformer and d a possible argument, which is going to receivethe value of application f d. Then we obtain the set of inequationsyf;dw yg1;yg2;d ; d 2 D (3)They are again of the form x w t. The nested application has mutated intoindirect indexing: the argument d1 for which we need to determine the returnvalue of g1 is obtained through variable yg2;d. The advantage of formulation(3) is that not all variables yf;d of a transformer f necessarily contribute tothe questions the analysis is going to answer. Therefore, the least solution ofthe possibly huge system of inequations need to be only partially computed.This idea is exploited by local solvers [6,22,23] (see Section 9).Instead of using the somewhat clumsy representation (3) which is good forimplementation but shifts everything one level down into the indices, we preferto stick to the more readable representation (2) and keep in mind that in facteach transformer application represents a variable. Analogously, we will alsofeel free to avoid for other index sets I the construction of sets of variableslike fyi j i 2 Ig and use I directly as a set of variables.Let us begin with an (auxiliary) e�ect analysis. There are two independentdesign choices for systems of inequations:(1) whether to compute e�ect information for all program points (\backwardaccumulation") or whether to compute the e�ects of procedures only andto use same-level reachability for accumulating these intraprocedurally(\forward accumulation");(2) whether to use set-valued transformers from D to 2D as values for ourprocedure variables (\relational analysis") or ordinary transformers fromD to D (\functional analysis").We start with the more conventional approach of forward accumulation.13



7 Forward AccumulationThe basic idea of forward accumulation is that computing the e�ect of pro-cedures is reduced to solving another analysis problem, namely, same-levelreachability. The e�ect of a procedure p on some input d is (conceptually)determined in two stages. First, we determine the values reaching exit pointsr through paths starting at the entry point of p; second, we apply Exitr to de-termine the possible return values. We �rst explain this idea for the relationalcase. Its functional realization is considered in the subsequent subsection.7.1 Relational AnalysisLet D denote a set of values. In order to simplify our inequations, we introducethe auxiliary functionals M and E which take functions from D ! D andD! 2D, respectively, map them over a set and collect all possible results:M : (D ! D)! 2D ! 2D M f X = ff x j x 2 XgE : (D ! 2D)! 2D ! 2D E f X = Sff x j x 2 XgFurthermore, we introduce functionals H�e : (D ! 2D) ! D ! 2D, e 2 Call,which take the e�ect of a procedure and compute the corresponding e�ect ofthe call, that is, H�e f d = fCombe (d1; d) j d1 2 f (Entrye d)gfor f : D ! 2D and d 2 D. Thus, the application (H�e f) combines the valued before the call with all possible return values of f on Entrye d.According to the strategy of forward accumulation, we use two kinds of set-valued variables for every d 2 D, namely, variables p d; p 2 Proc, for thee�ects of procedures on input d, and variables hu; di, u 2 Point, for same-levelreachability from the respective procedure entry (when entered with state d).The system Rf is de�ned by:p d � M Exitr hr; di if r 2 Rp (1)hp; di � fdg if p 2 Proc (2)hv; di � M Transe hu; di if e = (u; v) 2 Basic (3)hv; di � E (H�e p) hu; di if e = (u; v) 2 Call; p = calle (4)14



for all d 2 D. Intuitively, the inequations are obtained as follows. Assumethat we want to determine the set of possible return values for a procedurep on some input d. Then we �rst determine the sets hu; di of values arrivingat the program points u of p. Clearly, the value d arrives at the entry pointof p (remember that this is denoted by p as well) { yielding the inequationsof line (2). If e = (u; v) is an edge in Basic, then all values Transe d0 arrive atv where d0 arrives at u { yielding the inequations of line (3). Accordingly, ife = (u; v) is an edge in Call with p0 as called procedure, then all the valuesin (H�e p0) d0 arrive at v for every d0 arriving at u { yielding the inequations ofline (4). Having thus determined the set of values arriving at a return point rof p, we obtain return values for p by applying Exitr to each of these values {yielding line (1).In case of dynamic procedure calls, line (4) for call edge e = (u; v) must bereplaced by hv; di � SfH�e p x j x 2 hu; di; p 2 calle xg (40)Since the meaning of procedures are relations, we call an analysis based on(partially) computing the least solution of Rf relational. Here, we follow [31]where the term \relational" has been used in a similar way. Note, however, thatin [14] \relational analysis" has been used instead to describe an abstractiontechnique for direct products { meaning that tuples of concrete elements arenot abstracted by tuples of abstract elements but by relations, that is, sets oftuples of abstract elements.We have the following theorem:Theorem 3 For all p 2 Proc, v 2 Np and d 2 D,(1) [[Rf ]] p d = fd0 2 D j (d; p) `� (d0; �)g;(2) [[Rf ]] hv; di = fd0 2 D j (d; p) `� (d0; v)g. 2Theorem 3 can be interpreted as a �rst and general Interprocedural Coinci-dence Theorem stating that the e�ects of procedures (as de�ned through theoperational semantics) are precisely characterized by the least solution of sys-tem Rf . It should be emphasized that Theorem 3 contains no assumptionson the nature of D or the monotonicity/continuity of behavioral functions.We only rely on preserving the simulation relation. Thus, an e�ective anal-ysis engine is already obtained in case where the set of values is �nite. ForProlog, solving a system of inequations in the spirit of Rf has been calledOLDT-resolution and is practically evaluated by Van Hentenryck et al. in [26].The idea of OLDT-resolution goes back to research by Tamaki and Sato [45] ontabled resolution for Prolog, see also [35]. A similar coincidence result concern-ing the formal relationship to a PDA-based operational semantics has been15



described by Lang [39] (see also [16]). New algorithms for relational analysisare proposed in [23].7.2 Functional AnalysisRelational analysis computes with sets. For e�ciency reasons we often wouldlike to replace this precise but expensive description by a less precise but (hope-fully) computationally more tractable one. To study such kinds of (implicitlyapplied) widenings [12], let us make the following additional assumptions:(1) D is a complete lattice of abstract values,(2) the simulation relation is compatible, and(3) all behavioral functions are total and monotonic where (in case of dy-namic procedure calls),(4) d1 v d2 implies calle d1 � calle d2.Slightly less restrictive assumptions for which essentially the same techniquescan be applied are explained in [7]. The basic idea is to approximate occurringsets by one of their upper bounds. The best choice (w.r.t. precision) is to useleast upper bounds here. Thus, we obtain a system Ff for functional analysiswith forward accumulation by replacing in Rf all � and all S with w and F,respectively. The resulting system of inequations now speaks about values inD only. Accordingly, we have to replace functional H�e from the last subsectionwith the (much simpler) functional He : (D ! D)! D! D de�ned asHe f d = Combe (f (Entrye d); d)The new system Ff is then given by:p d w Exitr hr; di if r 2 Rp (1)hp; di w d if p 2 Proc (2)hv; di w Transe hu; di if e = (u; v) 2 Basic (3)hv; di w He p hu; di if e = (u; v) 2 Call; p = calle (4)for all d 2 D. In case of dynamic procedure calls, line (4) for call edge e = (u; v)must now be replaced byhv; di w FfHe p hu; di j p 2 calle hu; dig (40)16



Current interprocedural analyzers of imperative languages [1,36] perform func-tional analysis with forward accumulation.If D is �nite, the least solution of Ff can be computed by chaotic �xpointiteration (possibly with \needed information only") as suggested by Cousotand Cousot [13]. For imperative languages, (functional forward accumulating)e�ect analysis based on worklist solvers has been proposed already by Sharirand Pnueli [49] and is used by Alt and Martin [1]. For logic languages, theapplication of generic local solvers has been advocated by Le Charlier and VanHentenryck [6] and Fecht and Seidl [22]. In case D is in�nite, approximationmethods like those of Bourdoncle [3] may be applicable. If F is the lattice ofpossibly occurring transformers D ! D, Ff can also be viewed as system ofequations over F . In this case, \ordinary" �xpoint methods may be applied, see[37,36] or [28{30] for instances of this idea for imperative languages. For logiclanguages, this approach has been suggested in [32,40]. Prerequisite alwaysis that every (occurring) function f 2 F is succinctly representable and thatthe necessary operations on F , especially composition, \t" and equality, aree�ciently computable.By �xpoint induction, we prove:Theorem 4 For all p 2 Proc, v 2 Np and d 2 D,(1) F ([[Rf ]] p d) v [[Ff ]] p d;(2) F ([[Rf ]] hv; di) v [[Ff ]] hv; di. 2In light of Theorem 3, we �nd that the left-hand sides here represent what hasbeen called the \interprocedural meet over all path" solution (interproceduralMOP) to the analysis problem [49,37,28,29]. Theorem 4 guarantees safety offunctional analysis (with forward accumulation) relative to this interprocedu-ral MOP resp. relative to relational analysis { thus implying overall safety offunctional e�ect analysis.
8 Backward AccumulationSurprisingly enough, there is an alternative approach to interprocedural pro-gram analysis which, although (to a certain extent) more natural, has notattracted much attention so far: backward accumulation. Here, e�ect informa-tion is not only computed for procedures but for every program point. Theidea is to view every program point u as a separate procedure. The procedurebody of u essentially consists of the outgoing edges (u; v) followed by a call tov. We explain this second approach analogously to section 7.17



8.1 Relational AnalysisLetD denote a set of values. For every d 2 D, we introduce set-valued variablesu d; u 2 Point, which are going to collect the e�ects of program points on inputd. The system Rb is then de�ned by:r d � fExitr dg if r 2 Return (1)u d � v (Transe d) if e = (u; v) 2 Basic (2)u d � E v (H�e p d) if e = (u; v) 2 Call; p = calle (3)for all d 2 D.In case of dynamic procedure calls, line (3) for call edge e = (u; v) should bereplaced by u d � E v (Sf(H�e p d) j p 2 calle dg) (30)In a certain sense, (the least solution of) system Rb can be viewed as thebig-step operational semantics corresponding to the small-step operational se-mantics of the program. Intuitively, the inequations of Rb are obtained asfollows. Assume we want to determine for some program point u and someincoming value d the set of all values to be returned at intraprocedurally reach-able return points. If the program point in question equals a return point r,this set should contain Exitr d { yielding the inequations from line (1). If u hasan outgoing edge e = (u; v) which is a basic computation step, then we mustcollect all values which are returned for v on input Transe d { yielding theinequations from line (2). Finally, if u has an outgoing edge e = (u; v) which isa call to the procedure p, then we should collect all values which are returnedfor v on values arriving at v after the call to p { yielding the inequations fromline (3).Since the meaning of program points are relations represented by mappingsD! 2D, we call an analysis based on (partially) computing the least solutionof Rb relational with backward accumulation. We have:Theorem 5 For all u 2 Point and d 2 D, [[Rb]] u d = fd0 2 D j (d; u) `�(d0; �)g. 2Theorem 5 presents a second general Interprocedural Coincidence Theoremstating that the e�ects of program points (as de�ned through the operationalsemantics) are precisely characterized by the least solution of Rb. Since noassumptions are made on the nature of D or the monotonicity/continuity of18



behavioral functions, an e�ective analysis engine is obtained in case wherethe set of values is �nite. For Prolog, Rb has been proposed and practicallyevaluated on some programs by Van Hentenryck et al. [26].8.2 Functional AnalysisAs for forward accumulation, let us now study the impact of widenings. There-fore, we again additionally assume that D is a complete lattice of abstractvalues, that the simulation relation is compatible and all behavioral functionsare total and monotonic where (in case of dynamic procedure calls) d1 v d2implies calle d1 � calle d2. From Rb we obtain a system for functional analysiswith backward accumulation by replacing all � and all S with w and F. Thenew system of inequations uses the same variables as Rb which now receivevalues in D (instead of values in 2D). This system Fb is given by:r d w Exitr d if r 2 Return (1)u d w v (Transe d) if e = (u; v) 2 Basic (2)u d w v (He p d) if e = (u; v) 2 Call; p = calle (3)for all d 2 D. In case of dynamic procedure calls, line (3) for call edge e = (u; v)should be replaced byu d w v (Ff(He p d) j p 2 calle dg) (30)Analogously to Theorem 4, we �nd:Theorem 6 For all u 2 Point and d 2 D, F ([[Rb]] u d) v [[Fb]] u d. 2Theorem 6 implies overall safety of functional analysis with backward accu-mulation. To the best of our knowledge, functional analysis with backwardaccumulation has not attracted attention for program analysis so far.9 Reachability AnalysisFor an initial state d0, we would like to determine for every program pointv, the set of all d 2 D such that (d0;main) `� (d; v�) for some �. Thereare many ways to obtain reachability analyses. Typically, they build on e�ectinformation (conceptually) computed beforehand by solving one of the systemsof inequations considered in sections 7 or 8. Here, we restrict ourselves to two19



approaches. One idea is to extend a system of inequations for e�ect analysis byfurther variables and inequations. Another approach, however, tries to avoidthe construction of an auxiliary system of inequations. Instead, it extractsreachability information from the variable dependences of systems for e�ectanalysis. We start with this second approach.9.1 Variable DependencesLet us introduce the following proviso:(R) For every procedure p and and every program point v 2 Np, there is apath in Gp from v to a return point of p.Proviso (R) states that intraprocedural CFGs are \well-formed" in the sensethat all syntactical dead ends have been removed.Let C denote a system of inequations with a (not necessarily least) solution�. Assume furthermore that we are given a set X of \interesting" variables.We consider the set dep(X; �) of variables on which the values of � for x 2 X(recursively) depend. Thus, dep(X; �) is the least set Y of variables such thatX � Y , and whenever x 2 Y , x w t is an inequation in C, and the evaluationof t for � accesses variable y, then also y 2 Y . Recall from Section 6 that forour systems of inequations, this set indeed may depend on �. We obtain:Theorem 7 (1) Assume that � is the least solution of Rb. Thenfv d j 9� : (d0;main) `� (d; v�)g = dep(fmain d0g; �)(2) Assume that proviso (R) holds, and � is the least solution of Rf . Thenfor every program point v of procedure p,fd 2 D j 9� : (d0;main) `� (d; v�)g =Sf� hv; d1i j p d1 2 dep(fmain d0g; �)g 2The correspondence between reachability and variable dependences accordingtoRb is surprisingly simple: they coincide. ForRf , the correspondence is morecomplicated { and additionally relies on proviso (R). The intuitive idea for Rfis as follows. Analogous to the case of backward accumulation, the set of statesfor which a procedure p is called can be determined directly through variabledependences. The states reaching arbitrary program points of p can then berecovered through same-level reachability. The following example explains whythe additional assumption (R) in Theorem 7.(2) is necessary.Example 8 Consider the trivial program whose interprocedural control-owgraph is shown in Figure 2. The exit point 1 of procedure main has no ingo-20
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Fig. 2. The control-ow graph for example 8.ing edge. Let us determine the variable dependences introduced by forwardaccumulation. According to line (1) in Rf , the value of the transformer formain on some input value d0 depends on the variable h1; d0i, that is, the set ofabstract values arriving at 1. Since there is no ingoing edge for 1, no furthervariables can be added to dep(fmain d0g; �) { independently how � looks like.Thus, variable dependences alone fail to report the reachability of some callto the procedure p.The situation for backward accumulation is di�erent. According to line (3) ofRb, the application main d0 formally depends on the result of p d1 for suitabled1 and therefore also on applications 2 d2 and 0 d3 for certain d2; d3 2 D.Especially, all reachability information, namely, d0 for main, d1 for p and d2and d3 for program points 2 and 0, respectively, are reported. 2The formulation of Theorem 7 and also its proof refers to the operationalformulation of the semantics. A proof for the inclusions \�" of Theorem 7proceeds by induction on the length of computations of the PDA. For theopposite inclusion, we observe that dep(fmain d0g; �1) � dep(fmain d0g; �2)whenever �1 A � �1A for all variables A occurring in the system of inequa-tions. Given that, an induction can be performed on the approximations of theleast solution � of the system of inequations. A result similar to the inclusions\�" from Theorem 7 can also be obtained for functional analyses.Theorem 9 (1) Assume that � is a solution of Fb (not necessarily the leastone). Then for every program point v, (d0;main) `� (d; v�) for some �implies d v d1 for some d1 with v d1 2 dep(fmain d0g; �).(2) Assume that � is a solution of Ff (not necessarily the least one). Then forevery program point v of the procedure p, (d0;main) `� (d; v�) for some� implies d v � hv; d1i for some d1 with p d1 2 dep(fmain d0g; �): 2We conclude that in case of forward accumulation, we obtain a safe approxi-mation to all values reaching a program point v of p by computing:� v = Gf� hv; di j p d 2 dep(fmain d0g; �)g21



Theorems 7 and 9 suggest that reachability analysis be implemented in twophases. First, an e�ect analysis is performed whose result is used in a sec-ond phase to determine the set dep(fmain d0g; �) and then reachability. Sucha post-processing phase is described, for instance, by Le Charlier and VanHentenryck [8].In fact, this second phase can be avoided. In [49], Sharir and Pnueli suggesta reachability analysis based on computing the least solution of their systemof (in-)equations for e�ect analysis on demand. The appealing idea is thatthe task of determining a safe approximation of the set of variables on whichthe interesting variables depend can be delegated to the exploration of thevariable space through local solving [21]. Starting from a set X of interestingvariables, local solvers try to compute a partial solution � which is de�nedonly for a (hopefully) small superset of dep(X; �). Thus, we can safely replacethe latter set with the entire domain of �. We only have to guarantee that allvariables hv; di, v a program point of the procedure p, are contained in thedomain of � whenever the variable p d has been included. For local solverslike those considered in [6,22,23] this is { under proviso (R) { always the case.Summarizing, the resulting algorithm (with forward accumulation) proceedsas follows. It maintains for every program point v a variable hvi which hasbeen initialized with ?. In particular, since Proc � Point, we thus also haveintroduced variables hpi for every procedure p. Then the algorithm performslocal e�ect analysis starting from the single interesting variablemain d0. When-ever during this computation some variable hv; di receives a new value, thisvalue is (as a side e�ect) also added to hvi. For a procedure p, this means thatwhenever p is called on d, the variable hp; di receives value d implying that dis added to hpi as well. Finally, when the ultimate value for main d0 has beenobtained, the variables hvi contain safe approximate reachability information.
9.2 Adding InequationsAlternatively, we obtain reachability analyses by extending systems of inequa-tions for e�ect analysis. For every program point v, a new variable hvi is intro-duced which is going to receive reachability information for v. For simplicitywe restrict ourselves to systems of inequations with forward accumulation.Similar ideas work for systems with backward accumulation as well.In case of relational analysis (with forward accumulation), variable hvi is goingto receive the set of all values d arriving at v. Therefore, we extend Rf by22



adding the following inequations:hmaini � fd0g for initial value d0 2 D (5)hpi � M Entrye hui if e = (u; ) 2 Call, p = calle (6)hvi � E (�d:hv; di) hpi if v 2 Np; v 6= p (7)Here, the somewhat strange expression E (�d:hv; di) hpi denotes the unionof all sets hv; di; d 2 hpi. Let us denote the resulting system of equations by�Rf (d0). Line (5) says that the initial actual parameter d0 for main arrivesat the entry point of main; line (6) says that the set of values arriving at aprocedure p can be obtained from the sets of all values arriving at calls to pby application of the corresponding Entry-functions; �nally, line (7) says thatthe set of all values arriving at a program point v of the procedure p is theunion of all sets hv; di where d arrives at p.In case of functional reachability, we are interested in one single value for everyprogram point which describes all possibly reaching values simultaneously.Thus, the variables hvi now receive values from D (which is assumed to bea complete lattice). The system of inequations for functional reachability isobtained from Ff by adding the inequations:hmaini w d0 for initial value d0 2 D (5)hpi w Entrye hui if e = (u; ) 2 Call, p = calle (6)hvi w hv; hpii if v 2 Np; v 6= p (7)Let us denote the resulting system by �Ff(d0). In case of dynamic procedurecalls, line (6) for call edge e = (u; v) in the systems �Rf (d0) and �Ff(d0) mustbe replaced with the lines (60) and (600), respectively:hpi � fEntrye x j x 2 hui; p 2 calle xg (60)hpi w FfEntrye hui j p 2 calle huig (600)By �xpoint induction, we �nd:Theorem 10 For all p 2 Proc and v 2 Np,(1) [[ �Rf (d0)]] hvi = fd 2 D j 9� : (d0;main) `� (d; v�)g.(2) F ([[ �Rf (d0)]] hvi) v [[ �Ff (d0)]] hvi. 2The system �Ff(d0) is the method at hand when summary functions for pro-cedures are computed as a whole as in the frameworks [32,36,28,29]. It may23



lose, however, precision against a reachability analysis through local solvers,simply because just one value per program point is maintained to describe thewhole reachability information. Formally, we have:Theorem 11 Let � : Point! D denote the reachability information extractedfrom variable dependences from Ff (and the least solution) according to thepreceding subsection. Then(1) For every program point v, � v v [[ �Ff (d0)]] hvi;(2) The inclusion of (1) can be strict. 210 Forward Versus Backward AccumulationIn this section, we compare the systems of inequations for e�ect analysis withforward and backward accumulation w.r.t. precision. Corresponding resultsalso hold for the systems of inequations for reachability analysis. From Theo-rems 3 and 5, we obtain:Theorem 12 For every p 2 Proc and d 2 D, [[Rf ]] p d = [[Rb]] p d. 2While the least solutions for the systems of relational analysis with forwardand backward accumulation contain the same information, this does no longerhold for the corresponding systems of functional analysis.Systems Ff as well as Fb use transformers from D ! D to represent thee�ects of procedures. They di�er, however, in the way how these e�ects areaccumulated intraprocedurally. Functional analysis with forward accumulationabstracts the set of all values intraprocedurally reaching some program pointby just one value. On the contrary, functional analysis with backward accumu-lation keeps all these values distinct. Computing least upper bounds is delayeduntil the very end. Accordingly, we �nd:Theorem 13 For every p 2 Proc and d 2 D, [[Fb]] p d v [[Ff ]] p d. 2In order to show that \v" in Theorem 13 cannot generally be replaced with\=", we give an example where forward accumulation loses precision againstbackward accumulation. The example is not intended to represent an inter-esting program analysis but to exhibit a minimal situation where this loss inprecision can be observed.Example 14 For the following example assume that our Prolog dialect pro-vides also complex goals of the form (g1; g2) where \;" represents the ORoperator. Then consider the predicate de�nition p  (a; p); b where a and b24
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A proof of Theorems 13 and 15 is included in Appendix A. By Theorem 15,precision may be only lost when analyzing programs with complex intrapro-cedural control-ow graphs. These are typical for imperative programs and\real" Prolog programs which may contain complex goals as in Example 14.No precision is lost at normalized Prolog programs as introduced in Section3, since these introduce simple intraprocedural control-ow graphs only.11 Coincidence Theorems for Functional AnalysisIn the previous section, we investigated the impact of the accumulation strat-egy on precision. In this section we compare relational analysis with functionalanalysis. Practical comparisons of these two approaches w.r.t. precision and ef-�ciency for Prolog are presented by Hentenryck et al. [27] and Fecht [21]. Whilethe �rst one experiments with small programs and very complicated domains,the latter one analyzes quite large programs (for instance, the source code ofthe Aquarius Prolog compiler) but with less complicated domains (essentiallyPOS and various domains for sharing).Here, we are interested in scenarios where provably no precision is lost, that is,\v" in Theorems 4, 6 and 10 can be replaced by equality (\coincidence"). Suchscenarios promise the best of two worlds: the precision of relational analysisas well as the e�ciency of their functional abstractions. In their seminal paperon interprocedural data-ow analysis of imperative programs [49], Sharir andPnueli claim coincidence in case all transfer functions (are continuous 1 and)respect binary least upper bounds. This, however, does not always su�ce.Example 16 Consider the following C program 2 :int x;main() f q(); x = 1; gq() f q(); gThe corresponding interprocedural CFG is shown in Figure 4. Assume that wewant to perform interprocedural copy-constant propagation for this program.Then we can use the complete latticeD = f? @ 1 @ >gwhere d 2 D reports the value of the (global) variable x. Value ? denotes1 In fact, Sharir and Pnueli consider coincidence just for �nite domains. Therefore,they only demand monotonicity.2 A similar example has independently been found by Horwitz, Reps and Sagiv[44]. 26
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Fig. 4. The interprocedural CFG for example 16.that x has not yet been initialized, whereas value > denotes that the value ofx is not known. For the assignment edge e = (1; 2), we obtain Transe d = 1{ independent of d. Clearly, Transe preserves binary lubs. Now consider theprogram point 2 immediately after execution of the assignment, that is, atthe return point of procedure main. Since 2 is not reachable by any executionpath of the (abstract) operational semantics, the interprocedural MOP for 2equals F ; = ?. Opposed to that, the solution computed by the functionalapproach of Sharir and Pnueli assigns some value to the program point beforethe assignment implying that, no matter what this value is, value 1 will beassigned to program point 2 { which therefore di�ers from the interproceduralMOP. A similar defect may even occur in intraprocedural analysis if conditionsare taken into account { which is indispensable for any reasonable constantpropagation [11,1]. Then reachability of a program point by some (abstract)execution path can no longer be (easily) reduced to graph reachability. 2Coincidence in the framework of Sharir and Pnueli as well as in the frame-works of their followers Knoop and Ste�en [37,36] relies on the additional(silent) assumption that every program point is formally reachable by at leastone execution path. The situation is somewhat di�erent in the framework ofHorwitz, Reps and Sagiv [28{30]. They fail to compute ? for program point2 of our example as well, but they do not claim to do so either. Instead ofreferring to interprocedural execution paths of the operational semantics, theysolely rely on \interprocedurally valid control-ow paths". Then they intro-duce extra control-ow edges such that (at least formally) interproceduralreachability is guaranteed whenever the call graph is connected [44].Our approach allows us to re�ne the known scenario for coincidence as wellas to derive completely new coincidence theorems. Hence, we are able to de-duce the �rst coincidence result for a functional analysis of logic programs,namely, of groundness analysis based on abstract domain POS [5,10]. Here, weonly report our coincidence results for functional analysis with forward accu-mulation. The same scenarios, however, guarantee coincidence for functionalanalysis with backward accumulation as well.For the purposes of this section let us consider programs without dynamicprocedure calls where the set of values is a complete lattice. A function f :27



D1 ! D2, (D1; D2 complete lattices) is called� strict i� f ? = ?;� �nitely distributive i� f (d1 t d2) = f d1 t f d2 for all d1; d2 2 D1;� completely distributive i� f (FX) = Fff x j x 2 Xg for every X � D1.A strict and �nitely distributive function being continuous also preserves ar-bitrary least upper bounds, and therefore is even completely distributive.We start by exhibiting a master scenario which will be su�cient for provingcoincidence. Later-on we will give more concrete instances of this very generalscheme. Our master scenario consists of the following properties:Master Scenario: We are given a complete sublattice F � D ! D of com-pletely distributive functions which contains the constant function �x:? aswell as the identity �x:x and is closed under composition. Furthermore,(1) All unary behavioral functions are completely distributive;(2) Transe 2 F for all e 2 Basic;(3) Combe is completely distributive in its �rst argument;(4) If r is an exit point of the procedure called at edge e, thenHe (Exitr�f) 2F whenever f 2 F .The sublattice F serves as the set of all possible descriptions of same-levelreachability, that is, all transformers transforming the value d at the entrypoint of a procedure to the value hv; di reaching program point v of thisprocedure. These transformers should be completely distributive. Moreover,they should be obtained in a \distributive way" meaning that the operatorsused for their construction are \well-behaving". In particular, this results inthe restrictions on Combe, He, and Exitr as expressed in (3) and (4).Observe that our Master Scenario does not demand Entrye or Exitr to beelements of F ; and indeed, in our Scenarios II and III this will rarely be thecase. We obtain our Master Coincidence Theorem for functional analysis:Theorem 17 Assume the Master Scenario is satis�ed. Then for all p 2 Proc,u 2 Np and d 2 D,Ffd0 2 D j (d; p) `� (d0; �)g = F([[Rf ]] p d) = [[Ff ]] p dFfd0 2 D j (d; p) `� (d0; u)g = F([[Rf ]] hu; di) = [[Ff ]] hu; diFfd0 2 D j 9� : (d0;main) `� (d0; u�)g= F([[ �Rf (d0)]] hui) = [[ �Ff (d0)]] huiFor a proof see Appendix B. Theorem 17 is not easily applicable since property(4) of the Master Scenario relies on a quite complicated interplay between28



Entrye, Exitr and Combe. Therefore, we derive more concrete scenarios.Scenario I: (1) All unary behavioral functions are completely distributive;(2) Combe is continuous where additionallyCombe(?; d) = ? and whenever ? 6= d1; d2,Combe(d1 t d2; d01 t d02) = Combe(d1; d01) t Combe(d2; d02).Please note that our Scenario I is quite restrictive with the special value ?.In contrast, the authors in [49,37,28,29,36,30], require behavioral functions tobe �nitely distributive only { nothing concerning ? is asked for. All thesepapers, therefore, treat the non-terminating program from Example 16 overlyconservative (w.r.t. the operational semantics).Luckily, there is a general technique to overcome their de�ciency. Let D denotea complete lattice. Then we introduce the lifted complete latticeD? = f?g[Dwhere ? @ d for all d 2 D. Assume that f : D! D is continuous and �nitelydistributive, but not strict. We extend f to a continuous function f? : D? !D? de�ned by f? ? = ? and f? d = f d otherwise. Then f? is �nitelydistributive as well as strict (and hence completely distributive). Accordingly,we extend a continuous, �nitely distributive function g : D � D ! D to thebinary continuous function g? : D? �D? ! D? by g?(d1; d2) = ? wheneverd1 = ? or d2 = ? and g?(d1; d2) = g(d1; d2) otherwise. Then g? satis�es theproperties (2) and (3) of Scenario I. For a semantic justi�cation of lifting, weobserve:Proposition 18 Assume that from a given PDA M with set of states D, weconstructed a PDA M? with state set D? by taking the same interproceduralCFG and replacing every behavioral function f with f?. Then for every u 2Point and stack w the following holds:(1) For all d1; d2 2 D, (d1; u) `�M (d2; w) i� (d1; u) `�M? (d2; w).(2) (d; u) `�M? (?; w) i� d = ?. 2The new abstract value ? is meant to simulate the empty set of concretevalues, that is, x� ? for no concrete value x. Adding ? neither hinders norhelps the PDA { it does help, however, system Ff (as well as system �Ff(d0))to keep track of empty sets. Note that once such an additional abstract value? is available, it may also be used to mark certain (abstract) transitions asnot viable { without sacri�cing the totality of behavioral functions.Summarizing, let us assume that we are given a complete lattice D togetherwith behavioral functions which are continuous and but only �nitely distribu-tive as in [37,36]. Then (on malicious programs) coincidence between the re-sults of relational analysis and functional analysis may fail. In order to avoidthis failure we suggest to enhance the analysis by lifting D to D? and re-placing all behavioral functions f with f?. The resulting PDA will satisfy the29



conditions of Scenario I { implying that relational analysis will be as preciseas functional analysis.Distributivity of the unary behavioral functions is a common phenomenon inthe analysis of imperative programs. Also, many important interproceduralanalyses rely on Comb-functions which essentially are least upper bounds oftwo unary �nitely distributive functions [29,30,36] and are therefore themselves�nitely distributive. Surprisingly, the situation for logic languages looks quitedi�erent. In fact, we do not know of any non-trivial analysis of logic programswhere Scenario I can be applied.As an important example, consider groundness analysis based on abstract do-main POS [5,10]. In this case, the unary behavioral functions Entrye, Exitrand Transe are all completely distributive. The binary functions Combe (cor-responding to extG), however, are essentially given by \u", the greatest lowerbound operator. Operator \u" is strict in each argument { but usually fails tosatisfy property (3) of Scenario I. To see this, assume that there are elementsa; b 2 D with a @ b. Thenu((a; b) t (b; a)) = u(b; b) = b 6= a = (u(a; b)) t (u(b; a))Therefore, we searched for further instances of the Master Scenario. For thefollowing two scenarios let us generally assume that we are given completelydistributive renaming functions cie; coe : D ! D (\copy-in", \copy-out") with� coe (cie x) = x;� Entrye can be factored Entrye x = cie (Ine x).Recall that renaming functions with these two properties have already beenintroduced in Section 3 for Prolog. There, the function Ine is given by therestriction to the variables in the current goal. Renaming functions, however,are also useful for imperative languages to conveniently model the passing ofarguments into formal parameters.Scenario II: The greatest lower bound operator \u" is completely distributivein each argument. As set F we then choose all f : D ! D with f ? = ?and f x = (au x) t b for all x 6= ? where a; b are suitable coe�cients in D.Moreover,(1) Ine and all unary behavioral functions besides Entrye are in F ;(2) For non-?-arguments, the Comb-functions rely on \t" and \u" to com-bine return values with the state before the call:Combe(x1; x) = ? for x1 = ?; otherwise for suitable a1; a2; a3 2 D,Combe(x1; x) = a0 t (a1 u coe x1) t (a2 u x) t (a3 u coe x1 u x).(3) The copy-out functions coe commute with greatest lower bounds:coe (a u b) = (coC a) u (coC b) for all a; b 2 D.30



Scenario III: We are given a binary operator � : D �D ! D which is asso-ciative and completely distributive in each argument where >�d = d. Thenset F is given by all functions f of the form f x = a � x for some a 2 D.Moreover,(1) Transe 2 F for all e 2 Basic;(2) Combe(x1; x) = (coe x1) � x wherecoe (a � b) = (coe a) � (coe b) for all a; b 2 D;(3) The functions Ine and Exitr are completely distributive where(Ine x) � x = x; and for p = call e and r 2 Rp,Exitr (x1 � (Entrye x)) = (Exitr x1) � (Entrye x).Scenario II is quite common in data-ow analysis of imperative programs. Itsassumptions are met for instance by an analysis of truly uninitialized variables.Scenario III is closely related to the notion of condensing for Prolog [32]. There,our operator \�" corresponds to abstract instantiation.Example 19 Let us consider groundness analysis with POS. Assume thatthe edge e corresponds to the literal g � p(Xj1; : : : ; Xjk). Then the variablerenamings cie; coe : POS! POS are given bycie � = �[Xji 7! Xi]ki=1 coe � = �[Xi 7! Xji]ki=1Then Ine = RestrG g restricts to the variables Xj1; : : : ; Xjk occurring in g,whereas Exitr, r an exit point of p, restricts to the variables X1; : : : ; Xk.The abstract instantiation operator \�" for POS equals \^", the logical ANDwhich (for POS) coincides with the greatest lower bound. Indeed, the e�ectof the uni�cation X = t onto an abstract substitution � is a ^ � wherea � X$ ^Y 2V Y (V the set of variables occurring in t)With these de�nitions, the identities of Scenario III can be veri�ed. 2Theorem 20 Scenarios I, II and III are all instances of the Master Sce-nario. 2For Scenario III, we included a proof into Appendix B. To the best of ourknowledge, no coincidence theorems for Scenarios II or III have occurred inthe literature. From Theorem 20 and Example 19 we conclude for groundnessanalysis with POS that, if we are interested in POS information alone, func-tional groundness analysis through Ff (or �Ff(d0)) is as precise as relationalgroundness analysis through Rf (or �Rf (d0)).31



12 Output Subsumption and Disjunctive CompletionIn this section, we study the e�ect of two further concepts, namely outputsubsumption and disjunctive completion. While output subsumption is a tech-nique which may enhance e�ciency of relational analysis without sacri�cingprecision, disjunctive completion has been suggested to improve functionalanalysis. For the rest of this section we assume that the set D of abstractvalues is a complete lattice, and that the simulation relation is compatible.We start with a discussion of output subsumption.In light of Theorem 2 we observe that X � D does not contain more informa-tion than its lower closure X# = fd 2 D j 9x 2 X : d v xg. Therefore, we canas well design relational analyses which compute lower closures directly. Thisoptimization is suggested in [26] where it is called \output subsumption". Theidea is that �nite lower sets can be e�ciently represented by the anti-chainsof their maximal elements.By P(D) � 2D we denote the set of all subsets X � D with X = X#, orderedby set inclusion. For �nite D, P(D) is also known as Hoare powerdomain.For in�nite D, the Hoare powerdomain of D does not consist of all lower setsbut only of lower sets which are closed, that is, additionally contain all lubsof directed subsets. Another concept related to our P(D) is the disjunctivecompletion of D in the sense of [15,24]. There, the disjunctive completion isobtained from 2D by identifying subsets which have identical concretizations,that is, simulate identical sets of concrete elements. It can be viewed as asurjective image of P(D). Since it can never be more precise as P(D), weignore these subtle distinctions and just work with P(D).The mapping X 7! X# is continuous and surjective where (X [Y )# = (X#)[(Y #). Let us apply this operator to the systems Rf and �Rf (d0), respectively.The resulting systems of inequations Rf# and �Rf (d0)# then compute withlower sets from P(D). System Rf# is given by:p d � M0 Exitr hr; di if r 2 Rp (1)hp; di � fdg# if p 2 Proc (2)hv; di � M0 Transe hu; di if e = (u; v) 2 Basic (3)hv; di � E 0 (H 0e p) hu; di if e = (u; v); p 2 calle (4)32



for d 2 D. System �Rf (d0)# additionally contains the inequations:hmaini � fd0g# for initial value d0 2 D (5)hpi � M0 Entrye hui whenever e = (u; ) 2 Call; p 2 calle (6)hvi � E 0 (�x:hv; xi) hpi if v 2 Np; v 6= p (7)The only di�erences to the systems Rf and �Rf(d0) are that the singletonsets in lines (2) and (5) have been replaced by their lower closures, and H�e isreplaced with H 0e whereH 0e f d= fCombe (d1; d) j d1 2 f (Entrye d)g#Also, we had to substituteM and E with the corresponding functionsM0 : (D ! D)! P(D)! P(D) E 0 : (D! P(D))! P(D)! P(D)for P(D). Recall that whenever X is given by a (hopefully small) set X0 � Xwith X = X0#, and f : D ! D and h : D ! P(D) are monotonic, then wecan implementM0 and E 0 byM0 f X = ff x j x 2 X0g# E 0 h X = Sx2X0 h xUsing �xpoint induction we verify:Theorem 21 For all p 2 Proc, v 2 Np and d 2 D,(1) ([[Rf ]] hv; di)# = [[Rf#]] hv; di,(2) ([[Rf ]] p d)# = [[Rf#]] p d, and(3) ([[ �Rf (d0)]] hvi)# = [[ �Rf (d0)#]] hvi. 2Theorem 21 is the formal justi�cation why we safely may apply output sub-sumption to gain e�ciency without sacri�cing precision.Let us now discuss the suggestion by Fil�e and Ranzato to enhance the preci-sion of interprocedural analysis by replacing the set D of abstract values withthe disjunctive completion of D [24]. Their observation is that functional anal-ysis may lose precision by taking least upper bounds of sets of elements. Thisloss in precision can be avoided if the analysis no longer computes with indi-vidual elements but with (lower) sets. While relational analysis cannot takeadvantage of this enhancement (computing with elements simply is replacedwith computing with singleton sets of elements), functional analysis may gain33



precision. Here, we argue that functional analysis enhanced with disjunctivecompletion is at most as precise as relational analysis { but may still sometimeslose precision. The reason is that a loss in precision for functional analysis maynot only occur at least upper bounds but also when combining return valueswith states before the call.Given the behavioral functions for D, the corresponding behavioral functionsfor P(D) are constructed as follows. The new unary behavioral functionsfP : P(D) ! P(D) are obtained from the corresponding unary functionsf : D ! D by fP X = ff x j x 2 Xg#. Accordingly, the new binary func-tions gP : P(D) � P(D) ! P(D) are obtained from the corresponding oldfunctions g by gP(X1; X2) = fg (x1; x2) j x1 2 X1; x2 2 X2g#. Let FP;f and�FP;f(fd0g#) denote the systems of inequations for functional e�ect analysisand functional reachability analysis, respectively, where the abstract domainis given by P(D). By �xpoint induction we verify:Theorem 22 For all p 2 Proc, v 2 Np and X 2 P(D),(1) Sd2X([[Rf#]] hv; di) � [[FP;f ]] hv;Xi;(2) Sd2X([[Rf#]] p d) � [[FP;f ]] p X;(3) [[ �Rf (d0)#]] hvi � [[ �FP;f(fd0g#)]] hvi. 2Theorem 23 For all p 2 Proc, v 2 Np and d 2 D,(1) F([[FP;f ]] hv; fdg#i) v [[Ff ]] hv; di;(2) F([[FP;f ]] p fdg#) v [[Ff ]] p d;(3) F([[ �FP;f(fd0g#)]] hvi) v [[ �Ff (d0)]] hvi. 2By Theorem 22, no better information can be obtained through lower setsthan through relational analysis. On the other hand by Theorem 23, somegain may be obtained against ordinary functional analysis.Van Hentenryck et al. [26] have found examples where relational analysis ismore precise than functional analysis. Let us construct an example which ex-hibits a situation where relational analysis is even more precise than functionalanalysis enhanced with lower sets.Example 24 Consider the Prolog programmain a(X; Y; Z); p(X; Y; Z)a(X; Y; Z) X = Ya(X; Y; Z) X = Zp(X; Y; Z) The corresponding interprocedural control-ow graph is shown in Figure 5.34



...................................................................................................................................................................................................................................................5 ........................................................................................................7
...................................................................................................................................................................................................................................................3................................................................................................................................................................................................................................................................................................................................................................................................................................. ...........................................................................................................................................

......................................................................................................................................................................................................................................................................................................... ...........................................................................................................................................

............................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................
.........................................................................................................................................................................................................................................................................................................

.............................. .............................................................................................................................

.............................. ........................................................................................................................................ ...................................................................................................................................... ........................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................... 46
21

8
a(X; Y;Z)
p(X;Y;Z)

a(X; Y;Z) p(X;Y;Z)
X = YX = Z

main

Fig. 5. The interprocedural CFG for example 24.Assume that we want to compute pair-sharing information with the pair-sharing domain PS of S�ndergaard [50]. Let us determine the value returnedby main on input ;. For the program point 2 before the call to p we obtain:[[Rf#]] h2; ;i = fComb(1;2) (s1; ;);Comb(1;2) (s2; ;)g# = fs1; s2g#= [[FP;f ]] h2; f;g#iwhere s1 = f(X; Y )g and s2 = f(X;Z)g. Thus, the same set of values arrivesfor both analyses. A di�erence, however, occurs in the way how the call to pis treated. We have[[Rf#]] p d = fdg# [[FP;f ]] p X = XThus, we calculate for the program point 3:[[Rf#]] h3; ;i = fComb(2;3) (s1; s1);Comb(2;3) (s2; s2)g#= fs1; s2g#[[FP;f ]] h3; f;g#i = Comb(2;3);P (fs1; s2g#; fs1; s2g#)= fComb(2;3) (s1; s1);Comb(2;3) (s2; s1);Comb(2;3) (s2; s2)g#= fs1; s; s2g#where s = f(X; Y ); (X;Z); (Y; Z)g. We conclude that, according to relationalanalysis, sharing of Y and Z is excluded. Opposed to that, functional analysiswith P(PS) cannot exclude concrete substitutions with sharing between Y and35



Z, due to the extra element s. Thus, [[FP;f ]] h3; f;g#i is strictly less precisethan [[Rf#]] h3; ;i. 2All intraprocedural CFGs of our counter example are simple. Therefore, thesame loss of precision would have occurred if we used functional analysis en-hanced with lower sets and backward accumulation instead. Precision is pos-sibly lost since for X 2 P(D) and f : D! P(D), the setsfCombe (d1; d) j d 2 X; d1 2 f dg# and fCombe (d1; d) j d 2 X; d1 2 E f Xg#need not be equal.13 ConclusionWe have presented a general framework for program analysis based on a small-step operational semantics. In order to describe procedures operationally, werelied on pushdown automata. We explored several extreme points in the de-sign space of systems of inequations derivable from (abstract) PDAs. We alsoexplained how algorithms for reachability analysis can be derived from systemsof inequations for e�ect analysis.Then we applied our general framework to exhibit the impact of design choicesonto precision. In particular, we compared forward accumulation with back-ward accumulation. Surprisingly, while the accumulation strategy had no e�ecton precision for relational systems of inequations, a degradation of precisioncould be observed in the functional case. We also investigated the relativeprecision of relational versus functional systems of inequations. We exhibitedscenarios where no precision is lost. Finally, we critically reviewed the generaltechnique of disjunctive completion in the context of interprocedural analysisand compared it with relational analysis.The present paper clearly focused onto the conceptual similarities of impera-tive and logic languages which allowed us to design a common framework forprogram analyses. Thus, at least in principle, the same algorithms are appli-cable in both areas. On the contrary, we feel that there are clear pragmaticdi�erences. Algorithms which have been found e�cient for the analysis of Pro-log need not yield the best results also for imperative languages and vice versa.A detailed comparison of the two language classes in this respect remains forfuture work.Acknowledgement: We thank Reinhold Heckmann for semantic advice andMartin Alt, Jens Knoop, Florian Martin, Tom Reps and Reinhard Wilhelmfor valuable discussions about the mysteries of interprocedural analysis of im-perative languages, as well as the anonymous referees for numerous valuable36
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A Proof of Theorems 13 and 15.For simplicity let us assume that the behavioral functions are not only mono-tonic but even continuous. The proof for the general case is an extension ofour method using trans�nite �xpoint induction.For a 2 fb; fg, let us de�ne variable assignments �(j)a ; j � 0; by:� �(0)a maps all variables to ?.� In order to construct �(j+1)a , remove all uses of transformers p, p 2 Proc, inright-hand sides of Fa by replacing them with functions �(j)a p. Then de�ne�(j+1)a the least solution of the resulting system of inequations.The right-hand sides of the inequations for computing the respective nextapproximation �(j+1)a do no longer contain procedure calls. We observe:Claim 1: For every a, �(j)a ; j � 0, is a non-decreasing sequence of variableassignments with Fj �(j)a = [[Fa]]. 2Let us now �x some j > 0, and de�ne for every e = (u; v) 2 Call, a transformerhe;a : D ! D by he;a x = FfHe (�(j�1)a p) x j p 2 calle xg. Let Sb denote thesystem of inequationsr d w Exitr du d w v (Transe d) if e = (u; v) 2 Basicu d w v (he;b d) if e = (u; v) 2 Call41



Accordingly, let Sf denote systemp d w Exitr hr; di if r 2 Rphp; di w d if p 2 Prochv; di w Transe hu; di if e = (u; v) 2 Basichv; di w he;f hu; di if e = (u; v) 2 CallHere, all right-hand sides depend on at most one variable. Clearly, �(j)a = [[Sa]].For program points u; v let Path(u; v) denote the set of all intraprocedural pathsfrom u to v. For a path � we can de�ne the e�ect [[�]]a : D ! D of � (w.r.t.to system Sa) by [[�]]a x = x, [[e �0]]a x = [[�0]]a (Transe x) if e = (u; v) 2 Basicand [[e �0]]a x = [[�0]]a (he;a x) if e 2 Call. We claim:Claim 2: Assume v 2 Np. Then(1) [[Sb]] v d = Fr2Rp F�2Path(v;r) Exitr ([[�]]b d).(2) [[�]]f x v [[Sf ]] hv; xi for every path � 2 Path(p; v). 2Thus, the least solution of Sb is nothing but the intraprocedural merge overall paths. The same does not hold for Sf . Since �(j)a = [[Sa]], we conclude that�(j)b p v �(j)f p for all j. This completes the proof of Theorem 13. In caseof tree-shaped intraprocedural control-ow graphs, \v" in Claim 2 can bereplaced with equality implying Theorem 15. 2B Proofs of Theorems 17 and 20.Let us start with a proof of our Master Coincidence Theorem 17. For j � 0,let �(j) denote the j-th approximation to the least solution of �Ff(d0). Byinduction on j, we �rst prove for all j � 0:(1) For every program point u, some f 2 F exists such that �(j) hu; xi = f x;(2) For every procedure p with set R of exit points, functions fr 2 F , r 2 Rexist such that �(j) p x = Fr2R Exitr (fr x).Then let ��(j); j � 0, denote the j-th approximation to the least solution of�Rf (d0). It remains to prove that for all j � 0,(3) For every program point u, F ��(j) hu; xi = �(j) hu; xi;(4) For every procedure p, F ��(j) p x = �(j) p x;(5) For every program point u, F ��(j) hui = �(j) hui.42



For j = 0, these assertions are clearly satis�ed. For j > 0, we show that forevery inequation, every outside lub can be pushed \inside". To get an idea,how the proof proceeds, consider e = (u; v) 2 Call which calls p. For theinequations of hv; xi in �Rf (d0) and �Ff(d0) corresponding to e, we calculate:G E (H�e (��(j�1) p)) (��(j�1) hu; xi)=G[fH�e (��(j�1) p) d j d 2 ��(j�1) hu; xig (B.1)=GfGH�e (��(j�1) p) d j d 2 ��(j�1) hu; xig (B.2)=GfHe (G ��(j�1) p) d j d 2 ��(j�1) hu; xig (B.3)=GfHe (�(j�1) p) d j d 2 ��(j�1) hu; xig (B.4)= He (�(j�1) p) (G ��(j�1) hu; xi) (B.5)= He (�(j�1) p) (�(j�1) hu; xi) (B.6)Here, line (3) follows from complete distributivity of Combe in its �rst argu-ment; line (4) follows by induction hypothesis for p and j � 1; line (5) followssince He (�(j�1) p) is in F and therefore completely distributive; line (6) followsagain by induction hypothesis { here for hu; xi. 2Let us turn to a proof of Theorem 20. We only consider Scenario III. Let F de-note the set of all functions of the form f x = a�x, a 2 D. By the assumptionson \�", F contains the constant ?-function (select a = ?) and the identity(select a = >). Since \�" is completely distributive in the �rst argument, Fis a complete lattice. Furthermore, since \�" is associative, F is also closedunder composition. From the remaining properties, we only consider Property(4).Assume e 2 Call is a call to the procedure p. Let r be an exit point of p, andlet f 2 F be given by f x = a � x. ThenHe (Exitr � f) x=Combe (Exitr (f (Entrye x)); x)= (coe (Exitr (a � (Entrye x)))) � x= b � (coe (Entrye x)) � x= b � (Ine x) � x= b � x whereb= coe (Exitr a)Thus, He (Exitr � f) 2 F which we wanted to prove. 2
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