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Abstract. Security protocols employing cryptographic primitivegwalgebraic
properties are conveniently modeled using Horn clausesifoagjuational the-
ories. We consider clauses corresponding to the ¢t&sof Nielson, Nielson
and Seidl. We show that modulo the the@y¢’U of an associative-commutative
symbol with unit, as well as its variants like the thedDR and the theory
AG of Abelian groups, unsatisfiability is NP-complete. Alsomtership and
intersection-non-emptiness problems for the closelytedlalass of one-way as
well as two-way tree automata modulo these equationalireare NP-complete.
A key technical tool is a linear time construction of an estal Presburger
formula corresponding to the Parikh image of a context-famguage. Our al-
gorithms require deterministic polynomial time using aadabe for existential
Presburger formulas, suggesting efficient implementatae possible.

1 Introduction

In [1], Blanchet proposes to use first-order Horn clausesédoifying secrecy of cryp-
tographic protocols. Among others, this approach has-tatealso been advocated by
Goubault-Larrecq and Parrennes [10], Comon-Lundh andi€Zdi] and Seidl and
Verma [19] who consider rich decidable fragments of clawgkih still allow us to
model many useful protocols. While traditional methodsYerifying cryptographic
protocols have been based on fherfect cryptographyssumption, a more accurate
analysis of these protocols requires us to take into acalgabraic properties of cryp-
tographic primitives, modeled using equational theof®@s.example modeling of pro-
tocols based on modular exponentiation must account fqrepties like associativity
and commutativity [11]. In general what we require mostfteprotocols are the as-
sociative and commutative theorida<CU, XOR and AG (i.e., the theory of Abelian
groups) [6]. While the case of protocols with bounded numlrsessions has al-
ready received considerable attention [2], there exisy ¥ew decidability results in
the case of unbounded number of sessions, in the presengeatfanal theories. Horn
clauses modulo equational theories provide a suitabledwark for modeling such
protocols. A decidable class of clauses with the thédOR is studied in [5] where a
non-elementary upper bound is proposed. In [11, 20], thiblem has been attacked
by forms of Horn clauses corresponding to two-way automsee €.g. [4], Chapter
7), in the presence of several variants of the theory of &gty and commutativity.
In this framework, automata-theoretic problems like mersbip and intersection-non-
emptiness correspond to the unsatisfiability problem fausés.



Dealing with first order clauses in the presence of equattitheries, in particu-
lar associative-commutative theories, is also of more gam&erest, and has received
considerable interest in the past [16]. While most work logsised on obtaining sound
and complete inference systems for general forms of clauseglittle work has been
done on obtaining decidable fragments of clauses in theepoesof such theories.

In this paper, we start from the cla&s of Horn clauses which has been proposed in
[13] for control-flow analysis and also is used by Goubauwtrecq for cryptographic
analysis of C programs [10]. This class is closely relatetito-way automata [20,
4] and has a polynomial unsatisfiability problem. We extetmid tlass by operators
satisfying associative-commutative theories. We showthsgatisfiability then becomes
NP-complete for the theorieSOR and AG. For the theoryACU of an associative-
commutative symbol with unit, the same holds true undeasbisgtrestrictions.

Independently of the application to cryptographic protecelated notions of tree
automata have also been studied by others [14, 3], notabpfdications to XML doc-
ument processing [17,18,12]. The languages accepted bylemsal Presburger tree
automata [17], for example, are essentially those accdptaslir one-wayACU au-
tomata. While very general classes of these automata havesbewn to be decidable,
their complexity remains mostly unknown. A common idea uhydteg all these classes
is their connection tdarikh imagef context free languages [15], i.eemilinearor
Presburger-definable sets [9] which are closed under Boaparations. For example
in [20], to decide intersection-non-emptiness of th@'U automata, the product au-
tomaton is computed by first computing semilinear sets spording to the automata
and then computing intersection of the semilinear setsh Btaps are expensive, and
such ideas are unlikely to give us optimal algorithms.

In this paper we show how to obtain optimal algorithms fé8 clause sets, or
two-way tree automata, modulo associative-commutatigeriks, without computing
product automata. A key technique we rely on is a linear tiostruction of an ex-
istential Presburger formula corresponding to the Parikage of a context-free lan-
guage, allowing us to show that membership and interseciomemptiness for one-
way as well as two-way tree automata modulo the thedt{@s, XOR andAG are NP-
complete. NP-completeness of the membership problem ®#m@ayACU automata is
also shown in [14], although the complexity of the interg@tinon-emptiness problem
is left open there. We resolve both questions for each oftteertesACU, XOR and
AG, besides others like the thea§OR,, which contains the axiom_?_, z = 0 be-
sides the axioms oACU (XOR is the special casg = 2). We further extend these
complexity results to two-way automata as well. As a coneaqe the non-emptiness
problem, which requires linear time in the one-way caselss AIP-complete in the
two-way case. Further we obtain NP-completeness of thetigfiahility problem for
H3 moduloACU, XOR, AG andXOR,,. Note that the technique of [14] is not useful
here since it is specific to the membership problem and toremeautomata.

Outline. We start in Section 2 by introducing our classes of automadleciauses,
and demonstrate how they model cryptographic protocolsl€eBd with these classes,
we give in Section 3 a linear time construction of existdmi@sburger formulas corre-
sponding to Parikh images of context free languages. Thisad to deal with one-way
ACU automata in Section 4. The one-wH{R andAG cases are similarly dealt with



in Section 5. These results are used to deal with two-waynaait®and-3 in Section 6.
The readers are also referred to [20] which uses similanigcles to show decidability
of most of the problems which we show here to be NP-complete.

2 Clauses, Automata and Cryptographic Protocols

Fix a signatureX’ of function symbols. Since we deal with variants of théU theory,
we assume thal’ contains at least the symbolsand0, and additionally the symbol
— when dealing with the theorieSCUD or AG, defined below. Symbols itv'y =
2\ {+,—,0}, arefree Free symbols of zero arity asmnstants Terms of the form
f(t1,...,t,) wheref is free ardunctional termsThe equational theortCU consists
of the equations: + (y +2) = (z +y) + 2z, +y = y+x andz + 0 = z. The
other theories we deal with are obtained by adding equat@tiss theory. The theory
XOR is obtained by adding the equationt = = 0. More generally, the theo¥OR,,
for p > 2 is obtained by the equation’”_; = = 0. The theoryAG is obtained by the
equationz + (—xz) = 0. The theoryACUD, obtained by the equations(z + y) =
(—x) + (—y) and—(—z) = z, is weaker tham\G and is introduced as a tool to deal
with the theoryAG which is of interest to us. The equatient x = x gives the theory
ACUI of idempotent commutative monoids. Throughout this pajber,=scu ¢ or
s =acup t thens andt are treated as the same object.

A clauseis a finite set ofliterals A (a positiveliteral) or — A (a negativeliteral),
whereA is anatomP(t1, ..., t,). A Horn clausecontains at most one positive literal.
TheclauseAVv —A; V...V —A, iswrittenasA < A; A...A A, and called alefinite
clause. The clauseA; v...V —A, iswrittenasl < A; A...A A, and called goal
clause A is headof the first clause, while-A; Vv ... v — A,, is thetail of both clauses.
Satisfiability of clauses modulo equational theories isriefias usual. To every clause
C we can associate a variable dependence gtapwhose nodes are the literals ©f
and two literals are adjacent if they share a variable. Asgduis called H3 if

(1) the head, if any, of’ is linear, i.e. no variable occurs twice in it

(2) G¢ isacyclic, and adjacent literals (- share at most one variable.

(3) the symbok- does not occur in non-ground negative literals, except $e cd
theoriesXOR andAG.

The classH3 consists of finite sets of H3 clauses. The first two conditadnsve are
as in [13] in the non-equational case. In the equational,casenow also impose the
third condition. Without this restriction, the unsatisiiéip problem in the ACU case
would subsume [7,22] the provability problem in MELL (Mydlicative Exponential
Linear Logic) which itself subsumes the reachability pesblin VASS (Vector Addition
Systems with States). The latter is decidable and EXPSPA@H; while decidability
of the former is still open. Examples of H3 clauses are ongama two-way equational
tree automata clauses defined below.

An (equational) tree automatod is a finite set of definite clauses involving only
unary predicates. We read an atdh) as “termt is accepted at state”. We write
A/E to emphasize the equational thegrynodulo which the automaton is considered.
Derivationsof ground atoms in the automaton are defined using the faligvio rules:
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where substitutior maps all variables to ground terms, ard is the congruence on
terms induced by. Hence the derivable atoms are exactly the elements ofaisetter-
brand model modulé. We define the languagep(A/E) = {t | P(t) is derivablé.
When¢ is the empty theory, we also write it ds»(.A). If in addition some staté”

is designated afnal then the language accepted by the automatdipic4/&). For a
languagel we define€(L) = {s | 3t € L - s =¢ t}. Note that automata-theoretic
problems are closely related to the unsatisfiability probéd Horn clauses:

Lemma 1. Let. A be a tree automaton anflan equational theory.

(i) Lp(A/E) #0iff AU{L < P(x)} is unsatisfiable modulé.

(i)t e Lp(A/E) iff AU{L < P(t)} is unsatisfiable modulé, wheret is ground.
(i) Lp(A/E)NLo(A/E) # Diff AU{L < P(z) AQ(z)} is unsatisfiable modulé.

Hence the results in this paper can be interpreted from amaaid-theoretic view-
point as well as from a logical viewpoinbne-way automateonsist of clauses:

P(f(x1,..cspn)) <= Pi(z1) Ao A Po(an) (1) P(z) < Pi(x) (2
which we callpop clausesand e-clausesrespectively. In (1), the variables, ..., z,,
are mutually distinct. In the non-equational case, one-avagmata are exactly the tree
automata usually found in the literature, and which accegtilar tree languages. We
also recall from [20]:

Lemma 2. We haveCp(A/E) = E(Lp(A)) for any one-way automatad and equa-
tional theory&. In particular, emptiness for one-wdy tree-automata is decidable in
linear time.

Because of the form of signatures that we consider, the @asek in our automata
are of the following form,

P(x+y) < Pi(z) A Pa(y) (3) P(a) wherea is a constant (5)
PO) 4 P(—z) < Pi(z)  (6)
P(f(x1,...;mp)) <= Pr(z1) Ao A Py(ay) (fis freg (7)

called-+-pop clauseszero clausesonstant clausesninus clauseandfree pop clauses
Clauses (5) are special cases of clauses (7)éFor{ ACU, XOR, AG, ACUD}, one-
way £-tree automata are sets of clauses (2—7) (clause (6) isntr@sly when— € X)),
We define two-way automata by adding the following kind ofiskas

Q(x;) < P(f(21,.. ) A A Q,(z;) (fisfree,l1 <i<n) (8)

je{l,...,n\{i}

called push clausesto one-way automata (the variables, ..., z,, are mutually dis-
tinct.) Hencetwo-wayautomata are sets of clauses (2—-8) (clause (6) is includgd on
when— € X)). For a two-way automatod, we letA., denote the set af-clauses;--
pop clauses, zero clauses andlauses ind. These are thequational clausesf A. Let



us discuss the side-conditions in the above push clauserst/prfohibit the variable:;

to occur twice in the tail of the clause. Removing this resinh allows us to encode al-
ternating tree automata. In the non-equational case ghéslto an EXPTIME-complete
emptiness problem. In case of the theor&sU, AG andACUD, the emptiness prob-
lem becomes undecidable [20]. TROR case is decidable [21], though the complexity
seems high. Secondly we have restricfad be free. In theACU case, the justification
is as forH3 clauses. In case of the thedDR the clauseP(z) < Q(z+y) A R(y) is
equivalent to the clausB(x + y) < Q(z) A R(y). In the AG case, the former clause
is equivalent to the clausd¥(z + y) < Q(z) A R'(y) andR'(—y) < R(y) for fresh
R’. Push clause®(z) < Q(—z) involving the— symbol are equivalent to the minus
clauseP(—z) < Q(x) modulo our equational theories.

Note that we have restricted each # z; to occur exactly twice in the tail. Our
complexity results hold even if we allow more atoms of therf@p; (z;), Q3(z;) . . . in
the tail provided the number of repetitions of each variableounded by a constant.
Allowing the variables:; to occur an arbitrarily large number of times in the tail make
the non-emptiness problem subsume the intersection-mptkgess problem for a se-
guence of tree automata, leading to EXPTIME-hardnessdjrieethe non-equational
case. In the equational case, the complexity is likely toighér.

2.1 Modeling Cryptographic Protocols

To demonstrate the modeling of protocols using equatioBatlBluses, we take the fol-
lowing variant of the Needham-Schroeder-Lowe protocatf{d], in standard notation.
The operator- obeysXOR laws. Note that the analysis of [2] is for bounded number
of sessions whereas our interest is in the analysis for umtedinumber of sessions.

A— B:{Na, Atk,

B — A: {NB7NA+B}KA

A— B: {NB}KB
We model it using Horn clauses as in [5]. We let the functiombgls{_}_and{(_, .)
denote encryption and pairing. Each protocol step is repeatbitrarily many times,
although only finitely many nonces are used. For every paitigifnct agents andb
we chose constants,, andn?, representing the noncéé, andN which are used in
sessions betweefi and B. We choose a predicak@aown to represent messages known
to the adversary. For every pair of ageatandb, we have the following three clauses
corresponding to the three protocol steps:

known({(nl,, a)}rc,)
known({(n?,,z + b)}k,) < known({(z,a)}k,)
known({z}k,) < known({{z,n}, +b)}k,)

This is based on the well known assumption that the adversesyull control over
the network. All messages sent by agents are sent to him bmekssages received by
agents are received from him. The second clause for examyptesents the fact that if
b receives the messagér, a)} k,, for anyz then he will send the messa§é?,, = +
b)} k, . In place ofz, b expects some nonce generatedibhiowever the adversary can
fool b by sending a message with something else in place @e need other clauses
to represent the ability of the adversary to compute new agessfrom existing mes-
sages. We have the clauseown({z},) < known(z) A known(y) to represent the



ability of the adversary to encrypt messages. His decrgmtality is represented by
clausesknown(z) < known({z}x) A known(k~1) for every keyk, wherek~! is the
inverse ofk. The ability of the adversary to pair and unpair messagespgeesented
by the clause&nown((z,y)) < known(z) A known(y), known(x) < known((z,y))
andknown(y) < known((x,y)). The claus&nown(z + y) < known(z) A known(y)
represents the ability of the adversary to apply theperation on known messages.
The adversary’s knowledge of other messagelike identities of agents, public keys,
private keys of dishonest agents, is represented by cl&uses (m). Finally to check
secrecy of a messagewe add the clause < known(S) and check that the result-
ing clause set is satisfiable. All these clauses are H3. Ouletimy used only finitely
many nonces in infinitely many sessions. This is a safe atigira we detect all attacks
against the protocols. However the secrecy problem isustdiecidable. Indeed not all
protocols can be modeled using H3 clauses without furtiferadastractions.

As further examples, note that the modeling in [11] of the [KAnitial key agree-
ment protocol requires only H3, or two-way automata clausexiuloACU. The ver-
ification in [11] is done using approximation techniquescsithe known algorithms
for two-way ACU automata were too expensive. Our improved algorithms sngaper
should let us dispense with approximation techniques ifirtpavith clauses required
for such protocols. The clauses required for the modeling@&xample protocol using
XOR in [5] are also H3, whereas the upper bound provided for ttlass of clauses
moduloXOR is non-elementary. The results in this paper are likely t/jole efficient
techniques for dealing with a large number of protocols acfice.

3 Parikh Images of Context-Free Grammars

Our equational tree automata are closely related to Pamildgés of context free lan-
guages and Presburger formulas, as we show in this sectimParikh imageP(x)
of a stringz on some alphabet maps each symbt the number of occurrences of
in z. The Parikh image of a set of strings is the set of Parikh irmagets members.
It is well-known [15] that Parikh images of context-free darages areemilinearsets,
which are exactly the sets definable by (existential) Prggformulas. We first im-
prove this result by showing that for every context-freengmaar G one can compute
in linear timean existentialPresburger formula¢ which characterizes the Parikh im-
age of the languag®(G) generated bys. The proof combines a result from [8] with
techniques from [18]. Recall that existential Presburgemiulas¢ are defined by the
following grammar and interpreted over natural numbers:

t:2:0|1|$|ﬁ1+t2 ¢:::ﬁ1:ﬁ2|t1>t2|¢1/\¢2|¢1\/¢2|3$'¢1

The result in [8] is formulated in terms of communicatioedrPetri nets whose
definition we recall next. NetN = (S, T, W) consists of a sef of places a setT” of
transitionsand a weight functio : (S x T) U (T" x S) — N. If W(z,y) > 0 we
say that there is an edge framto y of weight W (z, y). A net iscommunication-free
if for each transitiort there is at most one plasewith W (s,¢) > 0 and furthermore
W (s,t) = 1. A markingM associates a numbertkensvhich each place, formally it
is simply a functionS — N. A communication-free Petri nét a pair(N, M), where
N is a communication-free net aid, is a marking. A marking// enablesa transition



t in a communication-free Petri net ¥/(s) > 0, for the places with W (s,t) > 0.
If a transitiont is enabled for a marking/, then it canoccurresulting in the marking
M’ defined byM'(s) = M(s) + W (t,s) — W(s,t), for every places. A marking
M’ is reachablefrom a marking)M, if there is a sequence = t; - - - t,,, Of transitions
and a sequence of markingé, = M, My, ..., M,, = M’ such that, for each the
occurrence of; in (N, M;_4) results inM;. We say also that can occur atM in that
case. The following result was shown in [8] (Lemma 3.1 andofém 3.1).

Theorem 3. Let (IV, M,) be a communication-free Petri net with transition $eand
let X be afunction fronT" to N. There exists a sequene®f transitions withP (o) = X
that can occur in(V, My) if and only if the following two conditions hold.

(a) For each places, it holds My(s) + >, [(W(t,s) — W(s,t))X(t)] > 0, and

(b) in the subgraph ofV which is induced by the transitionise T' with X (¢) > 0,
every place is reachable (in the graph-theoretical sense) fsome place with
MQ(S) > 0.

The intimate relationship between context-free grammadsc@mmunication-free
Petri nets can be seen as follows. C&be a grammar with non-terminal Sét terminal
setU, start symbol4, and setP of productions. WithG we associate a né¥g =
(VUU,P,W).If A— «is a productiorp from P thenW (A, p) = 1 andW (p, B)
is the number of times whicl3 occurs in«, for eachB € V U U. The Petri net
(N¢, M¢) is then obtained by settind/(4p) = 1 and Mg (A) = 0 for all other A.
Note that it is communication-free. An application of a puotionp now corresponds
to the occurrence of the transitignin the net. Hence, it is not hard to see thatis
is the Parikh image of a sequence that can occyihin, M¢) if and only if there is a
derivation ofG in which each productiop is used exactyX (p) times.

Given a context-free grammaf on terminalsay, . . ., ap, we now compute an ex-
istential Presburger formulag (z,, , . .., z,,) representing its Parikh image, i.e. such
that ¢ (n1,...,n,) holds iff some string inL(G) contains eacl,; exactlyn; times.
For this it basically remains to express requirement (b)le#drem 3. This can be done
analogously as in [18].

Theorem 4. Given a context-free grammay, one can compute an existential Pres-
burger formulag for the Parikh image of(G) in linear time.

Proof. LetG = (V, U, P, Ay) be context-free and Ie¥ and M be defined as above.
Let, foreachd € U, x4 be a variable, and for eaghe P, lety, be a variable. Clearly,
the free variables ofs will be the variables: 4 with A € U. We need three kinds of
quantifier-free subformulas.

— First, for eachA € V there is one equation which is directly determined from

requirement (a) of Theorem 3. To this end, get. . ., px be all productions with

A on the left-hand side and let, for each productignd(p) denote the number
of occurrences ofd on the right hand side gf. Then¢s contains the equation
Mc(A) + 3 ep AP)Yp — Zle yp, = 0. Note that we have= 0 instead of> 0
here, as we have to make sure that the derivation under @asith is complete,
i.e., there are no remaining non-terminals. Note furtheat tve do not need such
subformulas ford € U as suchA only occur on right-hand sides of productions.



— Next, we have to make sure that the valu:asare consistent with thg,. To this
end, we have, for each € U an equatior4 = pAP)yp
— Finally, it remains to express requirement (b) O?Theorerﬁcﬁ.this purpose, we
use additional variables,, for eachA € U U V. The idea is that they4 reflect the
distance ofA from Ay in a spanning tree on the subgraph&f induced by those
p with y, > 0. To this end, we use the following kinds of formulas.
e We havery =0V z4 > 0, foreachd € U.
e If py,...,p; are the productions with on the right-hand side ané,, . .., B;
are their corresponding left-hand sides then we have a flar(auy = 0) v
\/ézl(zA =z, +1 Ay, > 0Azp, > 0). If one of theB; is the start symbol
Ay the corresponding disjunct is replaceddy= 1 A y,, > 0.

It is not hard to prove that the resulting formula, in which all variables, except the
x4 With A € U, are existentially quantified, characterizes exactly thek image of
L(@G). For the one direction, if a vector is in the Parikh imagelgf=), the variables
can be chosen such that they correspond to a derivatidgn @therwise, if a vector
satisfiesp then the equations for the, make sure that condition (b) of Theorem 3 is
fulfilled and the remaining equations verify that there isa\dtion of a string with the
corresponding numbers of symbols.

Finally, the size ofp¢ is linear in the size o7, i.e., basically the size aP. Note
that, in the sums over € P only summands wittd(p) > 0 are taken. Implemented
thoroughly on a register machine, the constructiop@fis possible in linear time. O

Recall also that to check satisfiability of an existenti@gburger formula, we can
first move quantifiers to the top, then non-deterministyoaplace subformulas; v ¢
by ¢1 or ¢5, and check satisfiability of the resulting formda; - ... 3x,, - ¢ whereg
is a conjunction of equations and inequations. As satidifialior formulas in the latter
form is NP-complete, we have:

Lemma 5. Satisfiability of existential Presburger formulas is NPygaete.

It remains to relate equational tree automata to contegtdrammars. Le#d be a
constants-onhACU automaton on constants, . . ., a,. Modulo ACU, the terms are
then of the forra; +. . .+nya,, equivalently tuplegn, ..., n,) € NP. We consider
A as a context-free grammar. Statesdodire non-terminals and constants are terminals.
ClausesP(0), P(a), P(x) < Q(z) andP(z + y) < Pi(z) A Py(y) are productions
P—\ P —a, P— QandP — P, P, respectively whera is the empty string. The
final stateP is the start symbol. From Theorem 4 we obtain an existentegtrirger
formula, which we denote a4, p (2, , - - ., Za, ), SUCh that 4 p(n1, . .., ny) holds iff
nia1 + ...+ npa, € Lp(A/ACU).

Lemma 6. For any constants-onlxCU automatonA and stateP we can compute in
linear time an existential Presburger formufay » describingL p(A/ACU).

4 One-Way ACU Automata

We show in this section that membership and intersectionaroptiness for one-way
ACU automata are NP-complete. We first make the following olagem from [20]
about derivations i CU automata, allowing us to reuse certain parts of derivations



Lemma 7. Let £ be any set of equations containidgCU. Consider a derivatiord
of an atomP(¢) modulo€. Letdy, ..., §,, be non-overlapping subderivations ®such
that outside the);’s, the only equations used areCU and the setS of clauses used
contains only equational clauses (see Figure 1.) Suppasedhclusions of, ..., d,
are Py (t1), ..., Pn(tn). Then

l.t=pacuti+..+1t,

2. If there are derivationsy, ..., 0, of atomsP; (s1), ..., P, (s,) modulo€ then there
is a derivationd’ of P(s1 + ... + s,) modulo&, containingd,’s as subderivations,
such that outside thé&’s, the only equations used afeCU, and all clauses used
belong tosS.

P(ty + ... +tn) P(s1 4+ ..o+ sn)

Clauses (2), (3) clauses (2), (3]
modulo ACU modulo ACU

P1<‘t1>'" Pnltn) Q‘lw')" Qp(0)  Pi(s1) Pn‘w,) @Lu'd) ‘Qk(m

Fig. 1. Reuse ofACU derivations

The following definition from [20] gives one way of computisgchd;’s and P, (¢;)’s:

Definition 8. Consider a derivation of an atomP(¢) in a one-way automaton modulo
ACU. Letdy,...,d, be the set of maximal subderivationséin which the last step
used is an application of a free pop clause (or base clausgp8se the conclusions of
01, ey Op @re Py(ty), ..., Pn(ty) (in which caset, ..., t,, must be functional). Then we
will say that the (unordered) list of atond3 (¢1), ..., P, (t,,) is thefunctional supporbf
the derivatiory. (From Lemma 7 we have=acu t1 + ... + tp).

Lemma 7 tells us how to reuse an arbitrarily large derivaitiwolving only +-pop
clauses, zero clauses aftdlauses. Sets of such derivations can also be represented b
Presburger-formulas, by using some constants to reprédseseffect of other clauses.
Formally consider a set of +-pop clauses, zero clauses;lauses on some set of pred-
icatesP. Introduce constantsp ¢ for states” and(). Intuitively a p, ¢ represents terms
accepted by bott? and@. For a setZ C P?, define constants-onxCU automaton
S[Z] = SU{P(apq),RQ(apg) | (P,Q) € Z}. Lemma 6 then allows us to represent
the languages »(S[Z]/ACU) by existential Presburger formulasgz; p-

We now show how to decide intersection-non-emptiness ofieaneA CU automata.
The procedure can be thought of as marking of non-emptyssitatbe product automa-
ton computed in [20]. The relations scuy and= ¢,.. below allow us to mark new
states. The proof of the NP upper bound then involves gugssiiincreasing sequence
of marked states. Formally, consider one-way autondaaad /3 on sets of state® and
Q.GivenZ C PxQand(P, Q) € PxQ,if Lp(Aeq[Z]/ACU)NLg(Beq[Z]/ACU) #

() then we say thaZ = cu (P, Q). Intuitively this means that if the pairs of states4n
have non-empty intersection, then on the basis of the ezpaltclauses i1 andB we



can conclude thaP and@ have non-empty intersection. A terminp(A.,[Z]/ACU)
represents the effect of an arbitrarily large derivatiomgi®quational clauses o4,
starting from derivations of terms in intersections of pdistates ofZ, and ending at
P. Formally:

Lemma 9. If Lp/(A/ACU) N Lo/ (B/ACU) # @ forall (P',Q') € Z andZ = acu
(P,Q) thenLp(A/ACU) N Lo(B/ACU) # 0.

Proof. Foreach ', Q') € Z we have termsp - such that” (tp/ /) andQ’ (tp q1)
are derivable ind/ACU andB/ACU respectively. AZ = acu (P, Q) hence we have
someap, g, +...4+ap, 0, € Lp(Aeq[Z]/ACU)N Lo (B[ Z]/ACU). From the defi-
nition of A.,[Z] the derivation o’ (ap, o, +. . .+ap,,q,) iN Aeq[Z]/ACU has afunc-
tional supportP; (ap, ., ), - - -, Pulap,.q, ). Also Pi(tp, q,) are derivable ind/ACU.
By Lemma7P(tp, o, +...+tp, @, ) is derivable ind/ACU. Similarly Q(tp, ¢, +
...+ tp,.0,)is derivable inB/ACU. HenceL p(A/ACU) N Lo(B/ACU) # 0. O

We writeZ = ... (P, Q)to meanthatd has some free pop claus¥ f (z1,. .., z,))
< Pi(x1) A ... A Py(z,) and B has some free pop clausg(f(z1,...,x,)) <
Q1(x1) A ... A Py(x,) such that{(P;,Q;)} € Z for 1 < i < n. Intuitively this
means that if the pairs of statesihhave non-empty intersection, then on the basis of
the free pop clauses id andB we can conclude thdt and@ have non-empty intersec-
tion. We writeZ = (P, Q) to say that there are somi®,, Q1), ..., (Pn,Qn) EPxQ
such tha{ P, Q,,) = (P, Q) and forl <14 < n we have

ZU{(P1,Q1),...,(Pi=1,Qi—1)} (Bacu U = free) (P, Q).

Intuitively this represents the effect of a sequence of k@ions using thes sy and
= tree fules. This rule suffices for detecting all pairs having monpty intersection:

Lemma 10. If Lp(A/ACU) N Lo(B/ACU) # 0 thend = (P, Q).

Proof. We do induction on the size of the giventetra Lp(A/ACU)NLg(B/ACU).
Lett = t; + ... + t,, Wheret; = fi(tl,... ,tfi) is functional forl < ¢ < m. The
derivation of P(t) has some functional suppa? (t1), . . ., P (¢, ) where forl < i <
m the derivation of?; (¢;) uses a clausg; (fi(z1, . . .,xr,)) < PHx1)A. .. AP ()
and the derivations aP(t1), ..., P (t*"). Similarly the derivation of)(t) has some
functional support):(t1), . . ., Qm(tm,) where forl < i < m the derivation ofQ); (¢;)
uses a claus@; (fi(z1,...,zr,)) < QL (z1) A ... A QF(xy,) and the derivations of
QH(tY), ..., Q% (t¥). Hencet] € L,;(A/ACU)NLg;,(B/ACU)for1 <i <m,1 <
j < k;. By induction hypothesis we haye= (Pij,Q{) forl <i<m,1<j<k,.
Forl < i <m, {(P/,Q]) | 1 <j < ki} Sjree (P, Qi) Henced = (P, Q)
for 1 < i < m. Also because of the above two functional supports we knomfr
Lemma 7 thatl(pl_’Ql) +...+awp,.0n € LP(.Aeq [Z]/ACU) N LQ(Beq [Z]/ACU)
whereZ = {(P;,Q;) | 1 <i <m}.HenceZ =acu (P, Q). Hence) = (P,Q). O

Lemma 11. Intersection-non-emptiness for one-wag U automata is in NP.

Proof. Let P and? be the final states ofl and5 respectively. From Lemmas 9 and 10
Lp(A/ACU)N Lo(B/ACU) # 0iff ) = (P, Q). The latter is equivalent to existence



of (mutually distinct) pair Py, Q1), ..., (Pn, Qn) € P x Q such that(P,,Q,) =
(P,Q) and forl < i < n, we have

Zi ={(P1,Q1),. .., (Pi—1,Qi—1) }(Zacu U = free) (Pi, Qi)-
There are polynomially many such pairs. Checkifig=> fr.. (P;,Q;) requires poly-
nomial time. To check thaf; = Acu (P;, Q;) we check satisfiability (Lemma 5) of

.¢A6q[Zi]7Pi (xaP1wQ1 L ’:Eapifvai—_l ) /\ ¢BEq[IZi]-,Qi (‘T‘ZFH Qo Tap )
which can be computed in polynomial time using Lemma 6. O

Hence the membership problem is also in NP. It is in fact NPyglete since the
membership problem for Parikh images of languages gerttbgteontext free gram-
mars is NP-hard [8]. This is also shown in [14], but the comipyeof the intersection-
non-emptiness problem is left open there. Indeed the tgalerof [14] is too specific to
the membership problem. We now have:

Theorem 12. The membership and intersection-non-emptiness problentne-way
ACU automata are NP-complete.

5 TheoriesXOR and AG

We now show NP-completeness of membership and intersectioremptiness for
one-way automata modulo other theories includkigR and AG. First we describe
the XOR case. Fon € N if n is odd then defin@* = 1 otherwise define* = 0. If
a1, ..., ar are mutually distinct constants then definga; + . .. + ngar)* = nja; +
...+njay. Foraset of such terms defing* = {t* | ¢t € L}. Because of the cancella-
tion axiom, we also need to decide intersection-non-erapsinf all pairs of states in the
same automaton. Hence we consider a single one-way autodata set of state®,
instead of two different automata as in th€'U case. GiverZ C P? and(P, Q) € P?,
we sayZ =xor (P, Q) to meanthatL p(Ae,[Z]/ACU))*N(Lo(Ae[Z]/ACU))* #

(. This is the counterpart of thes sy relation in theACU case. Intuitively, because
of the cancellation axiom aKOR, we only need to check whether a constant occurs
an even or odd number of times. The relatieng,.. and= are redefined as expected.
As in the ACU case, state® and@ have non-empty intersection iff= (P, Q). The
construction is easily generalized to tK®R,, theory for any (fixedp > 2: we need
to consider intersection-non-emptinessgeuples of states.

Lemma 13. Intersection-non-emptiness for one-waAYR,, automata is in NP. This
holds in particular for the theorXOR.

Proof. (Sketch:) The algorithm works as in tA&U case. To check that = {(P;, Q1),
ooy (Pn, Qn)} =x0r (P, Q) we check that the formula

(b.Aeq[Z],P(:Eapl,Ql R :Capn,Qn) A ¢BEQ[Z],Q(yaP1,Q1 PR yapann)
A Algign(even(zam@i) N even(Yap, o,) V 0dd(Tap, o) N 0dd(Yap, o.))
is satisfiable whereven(z) = Jy - = 2y andodd(z) = Jy - x = 2y + 1. O

Next we prove NP-hardness of membership.

Lemma 14. Membership for one-wa¥OR,, automata is NP-hard fop > 2.



Proof. (Sketch:) We use a reduction from the 3-colorability probl&®r undirected
graphs. For a grapty = (V, E') we define the automatad; as follows. We have
the set{r, b, g} of three colors. For every vertex color ¢ and edge: adjacent orv,
introduce a fresh constaat , ., representing the assignment of catdp v. For every
edgee joining v andv, introduce a fresh predicafe . For every paifc;, ¢) of distinct
colors, add claus®. (ae y,c; + Ge,v,c,) 10 Ag. FOr every vertex introduce a fresh
predicateP,. For every colok, add the clausé, (ZeeE e adjacenton (P — 1)@e,u,c) 10
Ag. Finally add the claus€ (), .y #o +_ce g Te) < Nyey Po() Ao p Pe(ae)
to A¢. Then 3-colorability ofG is equivalent td) € Lp(Ag/XOR,). O

Theorem 15. The membership and intersection-non-emptiness problentne-way
XOR,, automata are NP-complete fpr> 2. This holds in particular foiXOR.

To deal with theAG case, we use th&CUD theory as a tool. This is similar to the
way theXOR case was dealt with using tleCU theory. TheACUD theory allows us
to normalize terms by pushing the symbol downwards to functional terms. First we
consider constant onlyCUD automatal’; is the set of constants in our signature. Let
Y+ be a set of fresh constan(g | « € X4 }. Terms built from¥; U {+, —, 0} modulo
ACUD are of the forma; + ... + a,, — by — ... — b, (m,n > 0) while those built
from Xy U ff U {+,0} moduloACU are of the formu; + ... + a,, + b+ ...+ b,
(m,n > 0). Hence there is a natural 1-1 correspondence between (eingsiages) on
Y¢ U {+,—,0} moduloACUD and terms (languages) oi U ¥'; U {+, 0} modulo
ACU. Then modulo this correspondence of languages we have [20]:

Lemma 16. The language accepted by a constants-allyUD automatonA4 with
constants fromY; is also accepted by a constants-oMly’U automaton3 with con-
stants from¥; U X;. B is computable in linear time from.

For a setS of +-pop clauses, minus clauses, zero clauseseariduses, and a
set Z of pairs of states, the automatétiZ] is defined as before. If the elements of
Z are(P1,Q1),..., (P, Q) then using Lemmas 6 and 16 we can compute in poly-
nomial time an existential Presburger formula z) p (Zap, o+ Zar, 0y > Tap, 0, >

. "T;Pmk) such thatés 1,P (nl, ey My M, e, ) hOldS Iﬁ nmap,.Q, + ...+
nEap, Q, —Miap, ,Q, —---— Mkap, Q, € LP(S[Z]/ACUD).

We now show how to decide intersection-non-emptiness ofveaeA G automata.
Consider a one-way automatgion set of stateB. GivenZ C P2 and(P, Q) € P?, we
sayZ =ac (P, Q) to meanthat someiap, g, +-..+npap, g, —miap, .o, —---—
mpap,.q, € Lp(A/ACUD) andsomeviap, g, +...+n,ap, @, —miap, @, —---—
myap,.q, € Lo(A/ACUD) where(P1,Q1),. .., (P, Q,) are the mutually distinct
elements ofZ andn; — m; = n, —m/ for 1 <i < p. This corresponds to the relations
= acu and=xor in the ACU andXOR, cases respectively, and takes care of possible
cancellations using th&G axioms. Note the use ¢fCUD above instead ahCU. The
relations= ¢,... and=- are defined as expected. We use a generalization of Lemma 7 to
the ACUD case. The rest works as in the previous cases, and we have:

Theorem 17. The membership and intersection-non-emptiness problentne-way
AG automata are NP-complete.



Note that the above lower bound is inherited from @U case. Also, while we
introduced theACUD theory only as a tool to deal with theG theory, these techniques
clearly also work in theACUD case. In fact the proofs become simpler because we do
not have to deal with cancellations. The lower bound is atéeiited from theACU
case. We merely state the result:

Theorem 18. The membership and intersection-non-emptiness problentne-way
ACUD automata are NP-complete.

6 M3 and Two-Way Automata

We now show how to deal with two-way automata aH@. First note that mem-
bership and intersection-non-emptiness modulo our eguatitheories are NP-hard,
as for the one-way case. While non-emptiness in the one-wag s decidable in
linear time, in the two-way case it becomes NP-hard becauséntersection-non-
emptiness problem reduces to the non-emptiness problendedide intersection-non-
emptiness of state®, and P, we create fresh stated’;, P, and P5 and add clauses
P5(0), Py(f(z,y)) < Pi(z) A Ps(y) andPs(z) < Py(f(x,y)) A Pa(y). Then non-
emptiness of; is equivalent to intersection-non-emptinesgpfand P,. We now first
show that the NP-upper bound holds also for two-way automat#ulo our equational
theories. We illustrate the techniques for @R case, the other cases are similar.

The key idea is to add newrclauses to the automata till the push clauses be-
come redundant. For example the push claBée) < Q(f(z)) and the pop clause
Q(f(x)) < R(z) can be "short-cut” to produce theclauseP(z) < R(x). Thisis the
main idea in the non-equational case. In ¥@R case, there can be arbitrarily many
applications of+-pop clauses in between the applications of the free poseland
the push clause. However after cancellations usingi® axioms, only a functional
term should be left before application of the push clausés iBiformalized as follows,
as in [20]. Consider a two-way automateh For any two-way automatod’, A,
denotes the subset gf without the push clauses. If there is soffieC P? such that
..... angiy Ri(zy) € A

(2) Q(f(x1,..,20)) = Qi) A ... AQu(zy) € A

() aq.q +2niap, p; + ...+ 2nmap, p, € Lp(Aey[Z U{(Q,Q)}]/ACU)

(4) Lp,(Aow/XOR) N Lp(Aow/XOR) # B forl < j <m

(5) forj e {1,...,n}\ {i}, Lo, (Aow/XOR) N Lz, (Aow/XOR) # 0
then we write4 > AU {R(z;) < Q;(x;)} providedR(z;) < Q;(x;) ¢ A. Note
that the pairg P, P}) in (3) are necessarily frof U {(Q, Q)}. The relatior> is one-
step of our saturation procedure. It does not affect the fséeidvable atoms modulo
XOR[20]. From Theorem 4 we now know that the validity of a satiorastep is in NP.

Note that there are only polynomially mamyclauses possible. Given a two-way
automatonA, we can keep on adding nesclauses as long as possible. In the end we
have an automatofi. We then remove all push clauses to get one-way autonion
This last step does not affect the set of derivable atoms tnddQR[20]. This gives us
a way of deciding intersection-non-emptiness in NP. We gtles saturated automaton
by choosing a sequence of saturation steps. We then remgueshlclauses and check



intersection-non-emptiness on the resulting one-wayraaton. The same techniques
work in the case of other theories, and we have:

Theorem 19. LetE € {ACU,XOR, AG,ACUD, XOR,, | p > 2}. The membership,
non-emptiness and intersection-non-emptiness problentsvb-way€ tree automata
are NP-complete.

This also allows us to deal with the cle&s. For this we apply the transformation
given in [13] which takes polynomial time and produces a $ét3clauses of the form

(D) Pxi) <= QU (@1, z)) A Njepr, oy iy 25 (25)

(2) P(LEl, - ,l’n) <~ Pl(ibl) VANAN Pn(l'n) A /\1§i§m Qz()

() P(zi) < Qx1,-- - xn) AN, apgiy Di(@5)

4) P() = Q1,... 2n) AN N\jcicp PilTi)
besides one-way automata clauses. The transformatioerpesssatisfiability. Also
condition (3) of the definition of H3 clauses ensures thaloes not occur in the tail
of clauses except in case of theori®R or AG. In these cases can be removed
from tails as in Section 2. The symbel is also removed from tails as in Section 2.
Next to get rid of predicates with arbitrary arities, we ete@tomsP (¢, ... ,t,) as
P'(fn(t1,...,tn)). Thenwe are left with just two-way automata clauses, exicepie
presence of nullary predicates. The saturation procedgeesis easily generalized to
take care of nullary predicates: it can now generate claos#d®e form P(). Clauses
1L < A N... AN A, are also treated as definite clauses by treatings a nullary
predicate. To check unsatisfiability we check that the dausan be generated using
saturation steps.

Theorem 20. Unsatisfiability for 3 modulo each of the theorie&CU, XOR, AG,
ACUD andXOR,, for p > 2 is NP-complete.

In case of the related theoACUT of idempotent commutative monoids, it is known
that two-way automata are powerful enough to encode atliemf0]. Hence the as-
sociated problems become EXPTIME-hard, though they areldele using the tech-
nigues of [21]. This is similar to th&OR case, whereas alternating automata are un-
decidable in the case of the theorie®€U, AG andACUD.

7 Conclusion

We have shown that the polynomially decidable cla&&sof Horn clauses can be ex-
tended with the theorieACU, XOR, AG, ACUD and XOR,, for p > 2, to obtain
NP-complete unsatisfiability problems. This improves knalgorithms for one-way
as well as two-way tree automata modulo these theoriesntsbe all problems are
NP-complete. Our algorithms require deterministic polyie time using an oracle for
existential Presburger formulas, suggesting efficientémgntations are possible.

While these decidability results can also be extended tthitbery ACUI of idem-
potent commutative monoids, the complexity is EXPTIME¢hand probably higher.
In the ACU case, we have forbidden the symbplto appear in non-ground negative
literals. Without this restriction, the decidability qdies is still open. However the
problems involved subsume other problems which are knowret& XPSPACE-hard
and whose decidability is still open.
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