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Abstract. We consider the problem of enforcing information flow poli-
cies in Xml manipulating programs such as Web services and business
processes implemented in current workflow languages. We propose a run-
time monitor that can enforce the secrecy of freely chosen subtrees of the
data throughout the execution. The key idea is to apply a generalized
constant propagation for computing the public effect of branching con-
structs whose conditions may depend on the secret. This allows for a
better precision than runtime monitors which rely on tainting of vari-
ables or nodes alone. We demonstrate our approach for a minimalistic
tree manipulating programming language and prove its correctness w.r.t.
the concrete semantics of programs.

Keywords: semi-structured data, information flow control, runtime en-
forcement

1 Introduction

As the application of computer based workflow and information storage solutions
becomes ubiquitous in today’s practice, the successful operation of organizations
depends heavily on the correct functionality of these systems. In particular,
invaluable pieces of information are stored and manipulated by computer systems
that are in the same time connected to the Internet, so it is our valid expectation
that the security of our data should be guaranteed. Yet, there are numerous
problems and challenges that need to be tackled before we can achieve this goal.

This paper is concerned with the problem of enforcing information flow se-
curity in contemporary business workflows implemented e.g. using the Web Ser-
vices Business Process Execution Language (BPEL) [5]. One common property
of these workflows is that the data they manipulate is inherently semi-structured.
The common data representation and exchange format is Xml document trees,
especially if Web services are used for communication. In our opinion, the chal-
lenge in this environment is to provide sufficient flexibility to enable the specifica-
tion of secrecy in terms of parts of document trees, besides enforcing information
flow policies.

This work was partially supported by the German Research Foundation (DFG)
under the project SpAGAT (grant no. FI 936/2-1) in the priority program “Reliably
Secure Software Systems – RS3”.
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There are established solutions for providing information flow control in
structured and object-oriented languages like the Java extension Jif [4, 23], and
ValSoft/Joana [15]. Further results in this area include among others [8, 10, 13,
30]. These approaches define information flow policies in terms of variables. How-
ever, if a complex data structure consisting of pieces with different security levels
is encoded into the value of a single variable, policies associating security levels
with variables might be too restrictive, because they would be forced to consider
the secrecy level of the complete data structure to be equivalent with that of the
most confidential member of the complete structure. The solution we propose
associates secrecy levels to specific positions in the tree structured data during
runtime.

The authors of [28] note that runtime approaches [13, 30, 26] are on the rise
again, because they can be more permissive than static solutions, while provid-
ing the same guarantees. In our case this statement especially holds, because
our monitor takes advantage of the fact that during runtime data instances are
available. In principle, our monitor executes programs in parallel to the opera-
tional semantics of the language, while maintaining a state which only depends
on the public data. Accordingly, we call the state of the monitor the public or
low view. The computation of the low view is challenging in the case, when the
result of a branching construct, whose condition depends on the secret, is about
to be computed. In this case we apply a dataflow analysis procedure, which is
a refinement of constant propagation (see e.g. [29]) for handling semi-structured
data. The key difference is the hierarchic nature of lattice elements, which aligns
to our purpose of preventing information leakage in tree-manipulating programs.
Moreover, we gain precision by only considering a modification of a subtree in-
side a secret-dependent branch as potentially secret, if it does not occur in the
other alternative as well, and thus must be excluded from the public view. In
summary, our paper provides the following innovations:

– A runtime monitor is introduced to support the specification of information
flow policies in terms of tree-like data and their enforcement.

– The enforcement mechanism applies a generalized variant of constant propa-
gation in order to compute the public view of the state at the end of branch-
ing instructions.

The paper is organized as follows. In Section 2 we introduce a minimalistic
language for which the construction of the monitor is demonstrated. In Section
3 we illustrate the intuition behind our solution through an example, a fragment
of a hypothetical paper submission system. We formalize the approach in Section
4, and in Section 5 we discuss the guarantees the monitor provides us. In Section
6 we relate our work to others and conclude.

2 Preliminaries

In order to minimize the formal overhead, we demonstrate our approach with a
small programming language for manipulating trees. Here, we consider binary
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trees only. This is no restriction in generality, since binary trees are in one-to-one
correspondence with unranked trees. Unranked trees in turn can be considered
as the natural internal representation of Xml documents.

Definition 1 (Binary trees). The set of binary trees BΣ,{#} over the finite
set of binary alphabet elements Σ and the set of nullary alphabet elements {#}
is defined by the language:

t ::= # | β(t1, t2)

where β ∈ Σ and t1, t2 ∈ BΣ,{#}.

The left hand side of Figure 1 displays an unranked document tree repre-
senting a scientific publication in a database, while the right hand side shows
its binary equivalent in the first-child/next-sibling encoding. The binary tree
β(t1, t2) is interpreted as an unranked forest, where the root of the leftmost tree
is labeled β. Its content is the unranked variant of t1, while the forest on its
right hand side is the unranked variant of t2. The only nullary node labeled #

represents the empty forest.

document

author title content

document

author

title

content

M.Smith The...

M.Smith

The...

#

#

# #

# #

Fig. 1. Encoding unranked trees into binary trees

Our goal is to design a monitor which enforces confidentiality in programs
manipulating tree structured data. In principle, the presented models may be
applied also to interactive processes. In this paper, though, we disregard interac-
tive aspects, like communication primitives. Instead, we focus on the key aspects
of the monitor construction. Therefore, we assume that the input processed by
programs is given in the initial configuration, and the result is presented in the
final configuration.

(tree expressions) e ::= x | # | β(x1,x2) | x/1 | x/2
(boolean expressions) b ::= top(x)=α
(program) p ::= ε | c;p
(commands) c ::= x<-e | if b then p else p | while b do p

Fig. 2. A minimal language optimized for tree manipulation

A grammar for our minimalistic programming language is shown in Figure 2.
A tree expression is the content of a variable x, the nullary node #, or a binary
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tree composed of a new root labeled β having the contents of variables x1 and x2
as subtrees. The expressions x/1 and x/2 refer to the first and second subtree of
the tree stored in variable x. Boolean expressions may test the label of the root
of the tree stored in a variable. A program, generated by the nonterminal p, is a
possibly empty sequence of commands. A command can be an assignment x<-e
of the value of a tree expression e to the variable x, a conditional execution of
alternative programs if, or an iteration while.

The semantics of the language is defined by transition relations cfg →ρ cfg ′

between configurations of the form 〈p, σ〉, where p is the program to be executed
on the state σ. In case of final configurations, where p = ε we simply write σ
instead of 〈ε, σ〉. The state σ : (Var → BΣ,{#}) ∪ { } is a mapping from the
set of variables of the program to binary trees, or the error state, denoted by  ,
symbolizing that a runtime error has occurred during the execution.

The semantics of assignments and boolean expressions is shown in Figure 3.
A boolean expression transforms a state into a boolean value (t or f), while an
assignment transforms the state before the assignment into the state after the
assignment. The new state σ′ is equal to the original σ in all variables except
for the one on the left hand side of the assignment. Such a modification of the
mapping σ at argument x is denoted by σ′ = σ[x 7→ v], where v is the new value.
This new value for an assignment is obtained by evaluating the expression on
the right hand side within the state σ.

Jtop(x)=αKσ =


t α ∈ Σ and σ(x) = α(t1, t2) for some t1 and t2 or

α = # and σ(x) = #

f otherwise

Jx<-yKσ = σ[x 7→ σ(y)] Jx<-#Kσ = σ[x 7→ #]
Jx<-β(x1,x2)Kσ = σ[x 7→ β(σ(x1), σ(x2))]

Jx<-y/1Kσ =

{
σ[x 7→ t1] if σ(y) = β(t1, t2) for some label β

 otherwise

Jx<-y/2Kσ =

{
σ[x 7→ t2] if σ(y) = β(t1, t2) for some label β

 otherwise

Fig. 3. The semantics of assignments and boolean expressions

When dealing with structured data, runtime errors cannot be excluded. When
processing binary trees, an error occurs, if a subtree of a leaf is about to be
accessed by expressions x/1 or x/2. In this case the new state is the error state
( ). The error state is atomic, it does not map variables to values any more. We
assume on the other hand, that each variable has already received a value in the
initial configuration. Accordingly, no error can be caused by a variable access
during the execution.

The semantics of the programming language is shown in Figure 4. In the
condition parts of the rules we use the relation →∗ρ, which denotes the reflexive
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and transitive closure of →ρ. A central rule of the semantics is S, which is
responsible for executing a program, in other words a sequence of commands.
The remaining rules define the effects of individual commands. By rule E the
error state is not modified by any command. Instead, it is passed over to the
next command in the sequence, or to the final configuration. In case the state
is not erroneous, the execution of an assignment is specified by the rule A. The
rules WT and WF execute iterations, IT and IF execute conditional selections of
alternative programs as it is usual in other structured programming languages.

E:
σ =  

〈c, σ〉 →ρ  
A:

σ 6=  
〈x<-e, σ〉 →ρ Jx<-eKσ

S:
〈c, σ〉 →∗ρ σ′

〈c;p, σ〉 →ρ 〈p, σ′〉

WT:
σ 6=  JbKσ = t 〈pt, σ〉 →∗ρ σ′

〈while b do pt, σ〉 →ρ 〈while b do pt, σ
′〉

WF:
σ 6=  JbKσ = f

〈while b do pt, σ〉 →ρ σ

IT:
σ 6=  JbKσ = t 〈pt, σ〉 →∗ρ σ′

〈if b then pt else pf , σ〉 →ρ σ
′ IF:

σ 6=  JbKσ = f 〈pf , σ〉 →∗ρ σ′

〈if b then pt else pf , σ〉 →ρ σ
′

Fig. 4. The semantics of the programming language

3 The Runtime Monitor

Since the seminal paper of Denning [11], the secrecy level of data is usually
captured in terms of lattices. The simplest form of this lattice is L v H, which
allows to specify that pieces of information belonging to the lattice element L
should not depend on those belonging to H.

Similarly to other runtime monitors e.g. [30, 13, 28, 26], in order to enforce
information flow properties, we extend the configuration of the semantics of the
language with an additional member, which maintains the secrecy information of
the data stored in the state. This new member D : (Var → BΣ,{#,�})∪{⊥,>, },
referred to as monitor state, assigns to every variable either a binary tree having
the extra nullary alphabet element �, or is one of the symbols ⊥, > and  .
Intuitively, D(x) stores the public upper part i.e., an upper part of the current
value of x, which belongs to the security lattice element L, where the symbol
� indicates subtrees possibly depending on the secret, and thus belonging to
H. For this reason, we also call D the public view, because it only contains
definitely public information. The monitor recalculates this value in parallel
to the semantics for each configuration, and the result of the computation for
principals belonging to the security lattice element L is presented by the final
public view.
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In the next paragraphs, we informally illustrate the functionality of the run-
time monitor by an example. The code fragment in Listing 1 could be part of
a paper submission system distributing the papers to reviewers. Let us suppose
that reviewer 2 declared a conflict of interest with the author A. Mustermann,
and therefore the distribution system is not allowed to send information to him
about the content. Therefore, from the point of view of reviewer 2, the informa-
tion on the topic of the paper of A. Mustermann is secret too. Let us suppose
that the runtime monitor reaches line 3 of Listing 1 with monitor state:

D0 = {..., topic 7→ �, rev1 7→ #, rev2 7→ listElem(document(...), #), ...}

1 empty<-#;

2 if top(author)=A_Mustermann then

3 if top(topic)=Databases then

4 rev2<-conflict(empty,rev2); rev1<-listElem(doc,rev1);

5 else rev2<-conflict(empty,rev2); rev3<-listElem(doc,rev1);

6 ; else ;

Listing 1. Branching on a secret value

Because the conditional expression depends on the secret, constant propa-
gation is carried out on this branching command. We can identify the value �
with the top element of constant propagation expressing that the value is not
constant and therefore, may leak information about the secret. After executing
the branches we get:

Dthen = {..., rev1 7→ listElem(document(...), #),
rev2 7→ conflict(#, listElem(document(...), #)), ...}

Delse = {..., rev1 7→ #, rev2 7→ conflict(#, listElem(document(...), #)), ...}

After the join computation we have:

D = {..., rev1 7→ �, rev2 7→ conflict(#, listElem(document(...), #)), ...}

Computing the join of two states can be done by replacing the values of vari-
ables where the two states differ, with the symbol �. In this way, it is guaranteed
that the monitor state after the branching construct is independent of the secret.

For the join computation, however, it is not necessary to replace the entire
value of a variable with � if the two values differ only for certain subtrees.
Figure 5 illustrates the join computation for the values of variable authors in
monitor states Dthen and Delse in such a situation. The variable contains a list
of authors and their documents that they submitted. Let us suppose that the
order of two authors has been accidentally exchanged in one of the two secret-
dependent conditional branches. By computing the join, we only need to replace
those members of the list which were exchanged, but we can leave the others as
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author

authorM. Smith

authorJ. Doe

R. Miles

author
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⊔
=

Fig. 5. The join on document trees, where the leaves labeled # are omitted for the sake
of simplicity.

they are. In this way, we take the semi-structured nature of data into account
and gain additional precision.

Another advantage of our approach is the following. Because in the code
fragment of Listing 1 variable rev2 is assigned in a secret branch, many infor-
mation flow analyzers would consider its value secret. The solutions similar to
the type system of Volpano et al. [31] like Jif [23, 4], SIF [10] and Paralocks [8]
do so because the variable rev2 has been assigned in an environment, where
the program counter depends on the secret and therefore is high. Similarly be-
have runtime monitors [30, 13, 28, 26] for the same reason. The program slicing
[17] based solutions like Joana [15] do so, because of the control dependency
edges from the conditional expressions to assignments. Our idea is based on the
observation that in the final configuration the value of the variable rev2 is inde-
pendent of the value of topic. This could happen, perhaps, because the program
noticed by the embedding branching decision, that the content of the paper is
secret and behaved correctly. Accordingly, the observation of rev2 does not give
us information on the secret value. Our runtime monitor would consider the
value of rev2 as public, because it determines the confidential parts of values by
means of the join computation after exiting from branching commands depend-
ing on secret values. There are approaches based on bisimulation, e.g. [21, 18],
allowing public assignments in secret branches, if the equivalence of the public
effects of these branches is proved. Because program equivalence is in general
undecidable, these solutions rely on syntactic approximations. In our solution if
programs P and Q are equivalent, they do not read confidential variables, and
they terminate, then the result of if secret then P else Q; is recognized
public regardless of the syntactic representation of P and Q.

In the next section we formally elaborate the ideas introduced here.

4 Formal Treatment of the Monitor

In order to describe the runtime monitor formally, we need some more definitions.
In the following, we view a tree t as a mapping from its positions Pos(t) to
the alphabet Σ of binary symbols or # and �, where the domain is a prefix
closed subset of {1, 2}∗ with the additional property that if pi2 ∈ Pos(t) then
pi1 ∈ Pos(t) too. Accordingly, we use the notation t(p) to refer to the alphabet
element at position p of the tree t. If a node p of t has no successors, then t(p)



8 Máté Kovács and Helmut Seidl

either equals # or �. We denote the subtrees rooted at the first and the second
child of the root of t with t/1 and t/2 respectively.

Definition 2 (Preorder of trees). If t1, t2 ∈ BΣ,{#,�} then t1 v t2 holds if
one of the following is true:

– t2(ε) = �.
– t2(ε) 6= � and t1(ε) = t2(ε), furthermore, if t1(ε) 6= # then t1/1 v t2/1 and
t1/2 v t2/2.

In Definition 2 the symbol � occurs as an additional nullary element, which
represents a secret subtree in the public view. Similarly to the state, the monitor
state can also be erroneous, denoted by  , meaning that the execution reached
an inconsistent situation. It is also possible that the error state itself depends
on the secret. This happens for instance, if one conditional branch of a decision
depending on the secret exhibits an error, while the other does not. We have
introduced the top element > to represent this case. For the monitor state, a
dataflow analysis will be performed to approximate the public view after a secret-
dependent branching construct. For this analysis, a bottom element (denoting
unreachability) comes in handy to obtain a complete lattice (see Definition 3).

Definition 3 (Complete lattice of monitor states). The complete lattice
of monitor states is D = (Var → BΣ,{#,�})∪{ ,>,⊥}. For any D1, D2 ∈ D the
relation D1 v D2 holds if one of the following is true:

– D1 = ⊥
– D2 = >
– D1 =  and D2 =  
– If D1, D2 6∈ { ,>,⊥} then for all variables x it holds that D1(x) v D2(x)

according to Definition 2.

The idea of the monitored execution is to execute the state transformations on
the real state and the monitor state in parallel. In order to do so we need to
specify the semantics of expressions on the monitor states. Considering tree ex-
pressions, we obtain the monitor semantics if we exchange σ with D in Figure 3
with the extension that Jx/1KD = Jx/2KD = > if D(x) = �. This is inevitable
for the following reason. In place of � in the monitor state, the real state may
have any binary tree and thus, in particular, may equal to #. Therefore, depend-
ing on the secret, the result of the expression on the real state may be  or not.
Therefore, the monitor state must be switched to >.

As it is shown in Figure 6, a boolean expression is a transformation on the
monitor state just as tree expressions are. Basically, if the boolean expression is
true on the monitor state then it is the identity function, otherwise the result
is ⊥. The only exception is in the positive case ((1) and (2)) when the content
of the variable x is transformed to the greatest tree not being �, for which the
boolean expression holds.

The semantics of the monitored execution is defined in the form of relations
cfg →γ cfg ′ between configurations of the form 〈p, n, (σ,D)〉 where p is a program
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Jtop(x)=αKD =


D if D(x)(ε) = α
D[x 7→ α(�,�)] if D(x) = � and α 6= # (1)
D[x 7→ #] if D(x) = � and α = # (2)
⊥ otherwise

J¬top(x)=αKD =

{
D if D(x)(ε) 6= α or D(x) = �
⊥ otherwise

Fig. 6. Semantics of boolean expressions on the monitor state

to be executed and σ is the state of the execution. The member D is the public
view of the state σ, which we call the monitor state, σ is called the real state.
The member n is a natural number influencing the precision of the monitor when
computing the public effect of branching constructs. Larger values correspond
to enhanced precision and longer computation time. In the initial configuration
〈p, n, (σ,D)〉 it holds that σ v D and in case σ is not the error state, there are
no nodes labeled � in the contents of its variables. The intuitive meaning of the
relation v between the real state and the monitor state is that they agree on
public values, and this is the property our monitor guarantees along the run.

As long as the monitored semantics does not execute a branching construct
whose boolean expression depends on the secret, the monitored execution suc-
ceeds similarly to the original execution semantics shown in Figure 4. Assign-
ments are executed in parallel on σ and on D according to the semantics in
Figure 3 with the extension that Jx/1KD = Jx/2KD = > if D(x) = �. The
truth values of boolean expressions are determined based on the monitor state.
If JbKD = ⊥, then we consider ¬b to be true. In case JbKD 6= ⊥ and J¬bKD 6= ⊥
simultaneously, we execute a branching construct, whose condition depends on
the secret. In this case the result of the branching command on the real state is
computed using the original semantics of Figure 4, the resulting monitor state is
computed using a generalized constant propagation algorithm. This is the point,
where the parameter n is used. Assume that the command c is a branching con-
struct whose condition depends on the secret in configuration 〈c;p, n, (σ,D)〉. In
this case we apply the generalized constant propagation on the command c(n),
which we construct based on c by replacing all occurrences of the command
while b do p in the program text of c by while(n) b do p.

The generalized constant propagation algorithm is defined in Figure 7, which
is basically the rule-based formalization of a syntax directed fixed point compu-
tation algorithm on the program text as it is presented in [7]. The lattice is the
set of possible monitor states according to Definition 3.

The rules defining the functionality of assignment (MA), sequential execution
of commands (MS), and the propagation of the states >, ⊥ and  (MCE) are
very similar to rules A, S and E of the original semantics. The only difference is
at rule MCE, which propagates the states ⊥ and > unmodified as well.

The rule MI is responsible for computing the monitor state transformation
belonging to an if command. It evaluates both branches with initial states JbKD
and J¬bKD and then joins the results.
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MCE:
D ∈ {>,⊥, }
〈c,D〉 →µ D

MA:
D 6∈ {>,⊥, }

〈x<-e,D〉 →µ Jx<-eKD
MS:

〈c,D〉 →∗µ D′
〈c;p,D〉 →µ 〈p,D′〉

MI:

〈pt, JbKD〉 →∗µ D1

〈pf , J¬bKD〉 →∗µ D2

D 6∈ {>,⊥, } D′ = D1 tD2

〈if b then pt else pf , D〉 →µ D
′ MWF:

D 6∈ {>,⊥, }
JbKD = ⊥

〈while(n) b do pt, D〉 →µ D

MWT:
D 6∈ {>,⊥, } J¬bKD = ⊥ n > 0 〈pt, JbKD〉 →∗µ D′

〈while(n) b do pt, D〉 →µ 〈while(n− 1) b do pt, D
′〉

MWH:

(J¬bKD 6= ⊥ ∧ JbKD 6= ⊥) ∨ n ≤ 0
D 6∈ {>,⊥, } 〈pt, JbKD〉 →∗µ D1 D′ = D1 tD D′ 6v D
〈while(n) b do pt, D〉 →µ 〈while(n− 1) b do pt, D

′〉

MWX:

(JbKD 6= ⊥ ∧ JbKD 6= ⊥) ∨ n ≤ 0
D 6∈ {>,⊥, } 〈pt, JbKD〉 →∗µ D1 D′ = D1 tD D′ v D

〈while(n) b do pt, D〉 →µ D

Fig. 7. Generalized constant propagation

The rules MWT, MWF, MWH and MWX are used to compute the public ef-
fect of iterations. If the parameter n is zero, or the condition is secret-dependent,
a fixed point is computed by rules MWH and MWX. If, however, the condition
is independent of the secret, and n is greater then zero, the monitor executes
the body of the loop iteratively by applying rules MWT and MWF. In the same
time this might not terminate. So the purpose of n is to allow the user to spec-
ify how many times the monitor should apply the rule MWT before switching
to the fixed point computation. In particular, setting the parameter n to zero
in the initial configuration of the monitored execution 〈p, n, (σ,D)〉 amounts to
choosing to omit the application of rules MWT and MWF, and use only the
fixed point computation offered by rules MWH and MWX. In the same time
this might result in an unnecessarily inaccurate monitor state.

Because the complete lattice of Definition 3 has the ascending chain condi-
tion, as Theorem 1 states below, the fixed point computation always terminates.

Theorem 1. If there is σ′ so that 〈p, σ〉 →∗ρ σ′ and σ v D, then there is a D′

so that 〈p, n, (σ,D)〉 →∗γ (σ′, D′).

Proof. The idea behind the proof is the following: If there is no branching con-
struct executed having condition depending on the secret along the monitored
execution, then the state transitions are carried out simultaneously on the real
state and on the monitor state. In the case of a branching construct having
secret-dependent condition, the public effect is computed by the algorithm in
Figure 7. The only rule, which could be applied an unbounded number of times
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is MWH, but because the lattice of Definition 3 has the ascending chain condi-
tion, the fixed point computation terminates. For the detailed proof please refer
to [19].

5 Guarantees

In this section we formally discuss the guarantees provided by the runtime mon-
itor.

Similarly to other language-based information flow controlling solutions [12,
23, 4, 27, 26, 15, 13, 30], our approach enforces a variant of Termination Insensi-
tive Noninterference [6] tailored for our computational model. Accordingly, we
do not consider covert channels like the timing channel, the heat channel, or the
memory consumption channel, or any other channel that could result from the
properties of a specific implementation or runtime environment.

Definition 4. Program p satisfies Termination Insensitive Noninterference rel-
ative to the initial and final public views D and D′ if and only if for all σ1, σ2 v D
it is true that if

– 〈p, σ1〉 →∗ρ σ′1 and
– 〈p, σ2〉 →∗ρ σ′2

then σ′1 v D′ and σ′2 v D′. In this case we say that D′ is an appropriate final
public view belonging to the program p and the initial public view D.

The monitored execution 〈p, n, (σ,D)〉 →∗γ (σ′, D′) computes a pair (σ′, D′)
based on (σ,D), where D′ is an appropriate final public view belonging to p
and D. We may consider the public view D as an indistinguishability relation
between any initial states σ∗, for which it holds that σ∗ v D. The meaning of the
resulting monitor state D′ is that by observing it, we do not gain information
on which σ∗ was the initial state. Accordingly, we can communicate parts or
the entire final public view D′ to principals having low security clearance (L),
and we can consider nodes labeled � as a default value that secret pieces of
information have been replaced with. If D′ = > then the observers of the public
do not gain more information than the fact that the execution of the program
terminated. Still, principals with high security clearance (H) may observe the
resulting real state σ′, and use the computed values.

The following theorem assures us that our monitor indeed computes an ap-
propriate final public view belonging to the program and the initial public view:

Theorem 2. If there are two initial states σ1 and σ2 so that σ1, σ2 v D, then
if

– 〈p, n, (σ1, D)〉 →∗γ (σ′1, D
′
1) and

– 〈p, n, (σ2, D)〉 →∗γ (σ′2, D
′
2)

then D′1 = D′2 = D′ and σ′1 v D′ and σ′2 v D′.

Proof. For the proof please refer to [19].
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6 Related Work and Conclusion

This paper is related to two research areas. One is language based information
flow security as we have discussed in Section 3, the other is formalization and
verification of Web service compositions and business workflows. Much effort
has been invested to find adequate formalisms to describe the functionality of
service orchestrations and choreography, in particular, the BPEL [5] language,
in order to enable formal rigor for development and to allow verification. The
majority of the publications in this topic can be sorted into two groups. One [16,
2, 1, 24] applies formalisms based on Petri-nets to model workflows, the other
[14, 20, 25, 32, 9] prefers algebraic calculi like the Π-calculus [22] as the basis for
investigations. The authors of [3] and [33] present security related results using
Petri-net based formalisms. A common property of these approaches is that they
mostly focus on the control flow of orchestrations, sometimes with emphasis on
error handling, whereas data values undergo severe abstractions. Data are either
considered as atomic values, or completely disregarded by handling branching
decisions as nondeterminism.

At the same time practical business processes mostly use Xml documents
for data representation, which are naturally semi-structured and unbounded in
size. In the case of these processes, security is especially important, because
of their distributed nature. For this reason we showed for a minimalistic, yet
Turing-complete language, how to provide security guarantees without carrying
out major abstractions on the data.

As a result we have presented an approach to enforce information flow control
in tree manipulating processes. Since practical information flow policies refer
to the structure of data, approaches where security specifications are bound to
variables such as [4, 23, 15, 8, 10, 13, 30] may not suffice. In their paper [26], Russo
et al. aim at a similar goal like us. In their formal model of JavaScript, they
consider one DOM tree representing the data in a Web browser. However, their
formalism is still quite different to ours. Their computational model operates
on a single unranked tree using a pointer on one specific working node, and
supports operations like insertion, modification and removal. Since their monitor
maintains the security levels of the positions of the DOM tree during the run,
it can be considered as a generalization of the idea of binding secrecy levels to
variables towards trees. Our monitor, on the other hand, maintains the concrete
values of public nodes making it possible to take the semantics of branches into
account where the conditional depends on the secret and compute the public
effect by means of a value-based comparison of the resulting states.
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