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Markov Decision Processes

Value iteration: dynamic programming

wrong |in¢ 0 S B W v
., .

@ OO VE 0 09 05
o% V2 09 09 051
Marktoberdor wan(\@—%wa]k 0.5:®3 Ve 0.9 099 09 1

O O O OO %

Poax(ov) =2 Vi(s) = maxz u(s" - Vi (s
UET (s,a)

aeAi
Be“mqn %K_J\ ~ J\. ~ J
equation maximum over sum over  ...of weighted

for MDP (P) all actions a  a's targets...  target values



Markov Decision Processes

Value iteration: dynamic programming

wrong |in¢ 0 S B W v
., .

@ 2D VA 0 09 051
o% V2 09 09 05
Marktoberdor Wa]k\%waw 0.5:®3 VIP? 0.9 0.99 0.9 1

O OO OO %

Prax(0v) =2 Vi) =max > (s - VEL(s)
UET (s,a)

acA
Be“mqn %K_J\ ~ J\. ~ J
equation maximum over sum over  ...of weighted

for MDP (P) all actions @ a's targets...  target values



Markov Decision Processes

Value iteration: dynamic programming

wrong |in¢ 0 S B W v
., .

@ 2D VA 0 09 051
o% V2 09 09 05
Marktoberdor Wa]k\%waw 0.5:®3 VIP? 0.9 0.99 0.9 1

O OO OO %

Prax(0v) =2 VA(S) = max ) (s Vi)

S—u
Be“mqn H_J N ~ J \ ~ J
equation maximum over all  sum over ..ot weighted

for MDP (P) transitions from s u's targets...  target values



Markov Decision Processes

Schedulers for MDP Ve(s) = mC?XZ#ET(S,a)H(S') Vp(s")
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Markov Decision Processes
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action bus, walk, taxi; 1 %;//

property PArrivedMin = wajg walk 'O
Pmin(<> arrived); 8~\\\\f§3

property PArrivedMax =
Pmax (<> arrived);

taxi



Markov Decision Processes
0.1

MDP in Modest ﬁ
s 1@T 0.9 :@:)
3 o,
:: bus {=cost=1=}; W walk ‘
tau palt { aH(\Q% 0.5'®:)

8

:0.1: {== taxi

:0.9: {=arrived=true=}; stop

} alt: nondeterministic

:: walk; . .

choice of action

alt { e e

.. taxi {= cost =8} palt: probabilistic

:: walk palt { choice of target

:0.5: {=arrived =true =} of chosen action
:0.5: {=lost =true =}

1 stop = Try it with mcsta
} and
} get optimal strategies.
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Bounded properties
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Composition Operators on Discrete-Time Markov Chains

1—p 1—gq
Only the synchronous product makes sense.

p q
s — S| N 55— s P q

(s1,%) == (s1, 5))

The MCs proceed in
lock-step through

discrete time.

What happens
to the probabilities?



Composition Operators on Markov Decision Processes

Anything goesl! s %, Py s, % P,
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if s5 = sp and 0 otherwise,
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Composition Operators on Markov Decision Processes

Anything goes! s %, Py 5 %0 P,
(s1,%) — Qi (51, 92) — Qo

where Q1((s1,52)) = Pi(s1)
if s5 = sp and 0 otherwise,
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What is out there?
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Part Three

Markov Automata



Markov Automata

LTS DTMC




Markov Automata

Two relations:

0.5
3.4
olus
O
0%
walk/
O 0.5'O

/4

plus “maximal progress

O
3.4 O/.;/'
walk R
0.5'0




Composition Operators on Markov Decision Processes

Anything goes! s %, Py 5 %0 P,
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Composition Operators on Markov Automata
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Markov Automata

Orthogonal combination of MDP and CTMC

bus ends, but not
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Action transitions might happen immediately.
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Markov Automata

0.1
MA in Modest @og ~
do { S =

11 bus {=cost=1=}; A'O?]\k

rate(1/10) tau palt {
:0.1: {==
:0.9: {=arrived = true =};
stop
}
:: walk;
alt {
:: rate(1/30) tau {=arrived = true =}
:: crash
}s
stop




Markov Automata
Compositional modelling in Modest

action crash;

0.1 y
1
process Student() { 10 /0.9 1
.} ous 3O " | 20
30
_%:):%;::\\* 0.2 crash
Tk @0

process AutonomousCar() { 0.8ﬁD
rate(l / 20) tau;
crash

}

par {
:: Student()
: = AutonomouscCar()

) = Try it with mcsta.



Markov Automata Model Checking

Long-run/unbounded properties | use the embedded MDP
Transition reward bounds = MDP model checking

Time bounds or reward bounds accumulated over time:

Ditfterent approximation methods available.

Guck, Hatefi, H., Katoen, Timmer: Analysis of Timed and Long-Run Objectives

for Markov Automata. Logical Methods in Computer Science 10(3) (2014)
Hatefi, H.: Model Checking Algorithms for Markov
Automata (ECEASST 53, 2012)

Yuliya Butkova, Ralf Wimmer, Holger Hermanns: Long-Run Rewards

Butkova, Hartmanns, H.: A Modest Approach to Modelling for Markov Automata. (TACAS 2017)
’ and Checking Markov Automata (QEST 2019)
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Comparisons to STORM — another MA Model Checker
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In practice, the expressiveness of MA rarely harms analysis,
but it eases modellling.

Butkova, Hartmanns, H.: A Modest Approach to Modellin
and Checking Markov Automata (QEST 2019



Markov Automata

Case study: an attack on Bitcoin
— every transaction recorded in block

— every block hashes the previous block

— longest chain ot blocks is authoritative

— transaction confirmed when 6 blocks in © %
o

_b

Hash rate: one new block discovered every 12 minutes
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Block 828D . Block 16AD

Nonce 5ABF 48AB Nonce C4D3 3ABA

" Pre 0000 ABAS " Pre 0000 828D
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Nonce 5ABF 48AB s
B Pre 0000 AB45 \OCI\L.
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TX132



Markov Automata

Case study: an attack on Bitcoin

— every transaction recorded in block

— every block hashes the previous block

— longest chain of blocks is authoritative o
— transaction confirmed when 6 blocks in © %

What it we control a large amount of the hash rate?

Source: blockchain.com



Markov Automata

Case study: an attack on Bitcoin

Attack: fork the chain, make tork longest

= need to be lucky and create
6 blocks tfaster than everyone else

20% of

Assume we control 20 % ot the global hash rate. ‘e;e‘:"n
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—» (SR
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Markov Automata

Case study: an attack on Bitcoin

Attack: fork the chain, make tork longest

= need to be lucky and create

6 blocks tfaster than everyone else 2% of

Assume we control 20% of the global hash rate. ezVer:‘Yn
1 |

* One new block every 12 minutes.
20% of that rate is ours, 80 % is "honest".
*  We try to fork the chain,

make fork 6 blocks long, and

longer than the parallel honest chain.

* When the "honest" chain gets longer, do we

give up and start a new tork, or continue?
* How long until we win?¢



Modelling — the Honest Pool

const real M; // fraction of hash rate controlled by malicious mining pool

action sln; // indicates that the honest pool mined a new block

process HonestPool()

{
rate(1/12 * (1 - M)) tau; // wait 12 / (1 — M) minutes on average
sln; // signal that a new block was found
HonestPool () // repeat

¥

Handshaking communication
(abstracts from communication delays)

par {
: : HonestPool()
: : DoubleSpendingAttacker () ,
i ain,
} Wants 10 spend coins Ognc\ng transaction.

despite annou



Modelling — The DoubleSpendingAttacker

const int CD; // confirmation depth required by victim
const int DB = CD; // attacker gives up when this far behind
action cnt; // indicates that the attacker continues
int(0..CD+1) m_len; // length of the secret fork

int (-DB..CD+1) m_diff = 0; // length of secret fork minus honest fork
bool gup;
process DoubleSpendingAttacker ()

{
do {
:: rate(1/12 * M) {= m_len = min(CD+1, m_len + 1), m_diff++ =}
:: sln {= m_diff-- =}; // public fork extended
if (m_diff <= -DB) { tau {= gup = true =}; stop } // give up
else { cnt } // continue
}
}
Wants 10 spend coins Ogg‘-n' action.

) ng trans
despite announcing



Evaluating the Attack

function bool win() = m_len > CD && m_diff > 0; // winning condition
property P_Win = Pmin(<> win()); // attacker wins
property P_GiveUp = Pmin(!'win() U gup); // attacker gives up

./modest mcsta bitcoin-ds.modest -E "M = 0.2, CD = 6"

+ Property P_Win
Probability: ©0.008693946907961582

+ Property P_GiveUp
Probability: ©0.9913060345101223



Modelling — The TrustAttacker

action rst; // indicates that the attacker restarts from the public fork

process TrustAttacker ()

{
do {
:: rate((1/12) * M) {= m_len = min(CD, m_len + 1), m_diff++ =}
:: sln {= m_diff-- =}; // public fork extended
alt { // strategy choice: restart or continue malicious fork
:: rst {= m_len = 0, m_diff = 0 =} // can always restart
: when(m_diff > -DB) cnt // can continue if not too far behind

¥ Now: reach CD first.

function bool win() = m_len >= CD && m_diff > 0;
property P_Win = Pmax (<> win());

property T_WinMin = Xmin(T, win());

\Wants to damage trust in system.



Analysis — The TrustAttacker

+ Property P_Win
Probability: ©.999999999999994

+ Property T_WinMin
Value: 3736.59105869273

+ Property P_WinMax2
Probability: ©.535100786178178

function bool win() = m_len >= CD && m_diff > 0;
property P_Win = Pmax (<> win());

property T_WinMin = Xmin(T, win());
property P_WinMax2 = Pmax(<>[T<=2880] ( win());
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Current statistics

Bitcoin.com: 0.7% “'I

BitClub Network:V |
BitFury: 3V\

SlushPool:- 8.5%

- BTC.com: 20.4%

N

‘ BTC.com: 20.4%

Poolin: 8.5%

BTC.TOP- 9.9% —
AntPool: 14.1%
ViaBTC: 9.9% ‘

Unknown: 14.1%

Source: blockchain.com



Modelling — The TrustAttacker

+ Property P_Win
Probability: ©.999999999999994

+ Property T_WinMin
Value: 3736.59105869273

+ Property P_WinMax2
Probability: ©.535100786178178

function bool win() = m_len >= CD && m_diff > 0;
property P_Win = Pmax (<> win());

property T_WinMin = Xmin(T, win());
property P_WinMax2 = Pmax(<>[T<=2880] ( win());



Strategy — The TrustAttacker

./modest mcsta bitcoin-attack.modest -E "M=0.2,CD=6" --scheduler sched.txt

tPool.
+ State (Horieei _ 1, mdiff = -2
m_
Choice rst

= Your Homework: spell out the strategy!
% Or: Extend by adding power costs!

Or: Extend by communication delays!



S
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Choice rst 4 3 e
4 2 cnt
’ ‘ 4 1 cnt
¢ a 0 cnt
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O . cn
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Where we stand

Discrete-time Markov chains:

Continuous-time Markov chains:

Markov decision processes:
decisions and /
Markov automata: e/ TA M
MDP plUS CTMC, clocks

compositionally

e

oT

A MA
DP

Probabilistic timed automata: LTS DTMC CTMC

~ MDP olus hard real time nondetfer-

minism



