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Value iteration: dynamic programming
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Schedulers for MDP
𝑉ℙ 𝑠 = max

𝑎
 
𝜇∈𝑇(𝑠,𝑎)

𝜇 𝑠′ ⋅ 𝑉ℙ(𝑠
′)

Memoryless: 𝑆 → 𝐴
Reward-positional:

𝑆 × ℕ → 𝐴
History-dependent:

𝑆 × 𝐴 ∗ × 𝑆 → 𝐴
or 𝑆 × 𝐴 ∗ × 𝑆 → 𝐷𝑖𝑠𝑡(𝐴)
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Scheduler

{ S ↦ bus,W ↦ taxi }

memoryless: optimal for

unbounded properties



Markov Decision Processes

MDP in Modest

action bus, walk, taxi;

property PArrivedMin =

Pmin(<> arrived);

property PArrivedMax =

Pmax(<> arrived);
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Markov Decision Processes

MDP in Modest

do {

:: bus {= cost = 1 =};

tau palt {

:0.1: {= =}

:0.9: {= arrived = true =}; stop

}

:: walk;

alt {

:: taxi {= cost = 8 =}

:: walk palt {

:0.5: {= arrived = true =}

:0.5: {= lost = true =}

}; stop

}

}

Try it with mcsta
and

get optimal strategies.
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alt: nondeterministic

choice of action

palt: probabilistic

choice of target

of chosen action



Markov Decision Processes
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Bounded properties

ℙmax ⋄ ∧ ≤ 0 =

ℙmax ⋄ ∧ ≤ 1 =

ℙmax ⋄ ∧ ≤ 2 =

Memoryless scheduler do not suffice,

need reward-positional schedulers!
𝑆 × ℕ → 𝐴

…and clever algorithms to compute values efficiently

Hahn, Hartmanns: A Comparison of Time and Reward  

BoundednProbabilistic Model Checking Techniques 

(SETTA 2016)

Hartmanns, Junges, Katoen, Quatmann: Multi-Costn

Bounded Rechability in MDP (TACAS 2018)



Composition Operators on Discrete-Time Markov Chains

Only the synchronous product makes sense.

The MCs proceed in 

lock-step through 

discrete time.

What happens 

to the probabilities?

⊗
𝑝 𝑞

𝑝𝑞



Composition Operators on Markov Decision Processes

Anything goes! 

…  
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Part Three

Markov Automata
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Markov Automata

MA

LTS DTMC

MDP

CTMC

MA

IMC



Markov Automata

Two relations: 

plus

plus  “maximal progress” 
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Composition Operators on Markov Decision Processes

Anything goes! 

…  



Composition Operators on Markov Automata

…  

Anything goes,

too! 



What is out there?



What is out there?



1
30

Markov Automata

Orthogonal combination of MDP and CTMC 

bus ends, but not

at Gymnasium  

Gymnasium



1

Action transitions might happen immediately.

𝔼 to ∨ = ? 

ℙ ⋄ = ?

𝔼 to ∨ = ? 

1
100

probabilities, time and

costs in a single model!

𝔼 to ( ∨ ) ∧ ≤ 2 

 
100

crash



Markov Automata

MA in Modest

do {

:: bus {= cost = 1 =};

rate(1/10) tau palt {

:0.1: {= =}

:0.9: {= arrived = true =};

stop

}

:: walk;

alt {

:: rate(1/30) tau {= arrived = true =}

:: crash

};

stop

}
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Markov Automata

Compositional modelling in Modest

1
30

crash

1

0.1

0.9
1
10

||

1
20

crash

action crash;

process Student() {

... }

process AutonomousCar() {

rate(1 / 20) tau;

crash

}

par {

:: Student()

:: AutonomousCar()

}





Try it with mcsta.

0.2

0.8



Markov Automata Model Checking

Long-run/unbounded properties

Transition reward bounds

use the embedded MDP

MDP model checking

Time bounds or reward bounds accumulated over time:

Different approximation methods available.

Hatefi, H.: Model Checking Algorithms for Markov 

Automata (ECEASST 53, 2012)

Butkova, Hartmanns, H.: A Modest Approach to Modelling 

and Checking Markov Automata (QEST 2019)

Guck, Hatefi, H., Katoen, Timmer: Analysis of Timed and Long-Run Objectives 

for Markov Automata. Logical Methods in Computer Science 10(3) (2014)

Yuliya Butkova, Ralf Wimmer, Holger Hermanns: Long-Run Rewards 

for Markov Automata. (TACAS 2017)



Time-bounded properties Long-run average reward properties

Comparisons to STORM – another MA Model Checker

Butkova, Hartmanns, H.: A Modest Approach to Modelling 

and Checking Markov Automata (QEST 2019)

In practice, the expressiveness of MA rarely harms analysis, 

but it eases modellling.



Markov Automata

Case study: an attack on Bitcoin

– every transaction recorded in block

– every block hashes the previous block

– longest chain of blocks is authoritative

– transaction confirmed when 6 blocks in

Hash rate: one new block discovered every 12 minutes



Markov Automata

Case study: an attack on Bitcoin

– every transaction recorded in block

– every block hashes the previous block

– longest chain of blocks is authoritative

– transaction confirmed when 6 blocks in

What if we control a large amount of the hash rate?

2012                                                  2019           Source: blockchain.com



Markov Automata

Case study: an attack on Bitcoin

Attack: fork the chain, make fork longest

need to be lucky and create

6 blocks faster than everyone else

Fehnker, Chaudhary: Twenty Percent

and a Few Days – Optimising a Bitcoin

Majority Attack (NASA Formal Methods 2018)

Assume we control 20 % of the global hash rate.



Markov Automata

Case study: an attack on Bitcoin

Attack: fork the chain, make fork longest

need to be lucky and create

6 blocks faster than everyone else

• One new block every 12 minutes.

• 20 % of that rate is ours, 80 % is "honest".

• We try to fork the chain,

make fork 6 blocks long, and

longer than the parallel honest chain.

• When the "honest" chain gets longer, do we 

give up and start a new fork, or continue?

• How long until we win?

Assume we control 20 % of the global hash rate.



Modelling – the Honest Pool

Handshaking communication

(abstracts from communication delays)



Modelling – The DoubleSpendingAttacker



Evaluating the Attack



Modelling – The TrustAttacker



Analysis – The TrustAttacker



Current statistics

Source: blockchain.com



Modelling – The TrustAttacker



Strategy – The TrustAttacker

Your Homework: spell out the strategy!

Or: Extend by adding power costs!

Or: Extend by communication delays!
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Where we stand

nondeter-

minism

MA

LTS DTMC

MDPTA

PTA

time/

clocks

CTMC

MA

IMC

Discrete-time Markov chains:

discrete probabilistic choices

Continuous-time Markov chains:

continuous stochastic time

Markov decision processes:

decisions and uncertainty

Markov automata:

MDP plus CTMC,

compositionally

Probabilistic timed automata:

MDP plus hard real time


