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What Did You See Yesterday?



Strategy ðThe TrustAttacker

Your Homework: spell out the strategy!

Or: Extend by adding power costs!

Or: Extend by communication delays!
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Probabilistic Timed Automata
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Probabilistic Timed Automata

Beyond Markov

The world is not exponentially distributed:

ðtime-bounded properties = deterministic delay

ðfixed-period sensor readings = deterministic delay

ðrealistic time to failure = Weibull-distributed delays

ðunknown delays
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TimedAutomataExampleðA Small Light Switch
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Taming Infinity - Four Observations
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Å Integer part of each clock valuation does matter .
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Å Integer part of each clock valuation does matter.

Å Integrity of each clock valuation does matter.

ÅOrder of fractional parts of clock valuations does matter.

ÅClosest corner point does matter.

ÅBut only up to a maximal constant , per clock .

Nothing else matters . 

Taming Infinity - Four Observations

Region Graph

PricedTimedAutomaton



Probabilistic (priced) Timed Automata 
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Superposition of MDP and (priced) TA 



Probabilistic (priced) Timed Automata in Modest
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clock x, y; bool l2 , l3 ;

process L0() {

invariant ( x <= 2) when( x >= 1)

a palt {

:0.9: {= x = 0 =}; L0()

:0.1: {= y = 0 =}; L1()

}  }

process L1() {

invariant ( y <= 1) alt {

:: b palt {

:0.8: {= l2 = true =}

:0.2: {= l3 = true =}  }

:: when( y >= 1 && x <= 2) c {= l3 = true =}

}  }

L0() Try it with all the tools!

Superposition of MDP and (priced) TA 



What is out there?



Usefulnessof Probabilistic(priced) TimedAutomata



Expressivenessof Probabilistic(priced) TimedAutomata

Å PTA are topologicallydense, too.

ÅòDiscretePhase-Type Distributionsò 



Probabilistic (priced) Timed Automata

PTA model checking

Region graph quickly explodes: theoretical tool

Timed automata: zone graph

convex union

of regions

overapproximates

probabilities in PTA

Digital clocks:

clock x, y; ᴼ int(0..2) x; int(0..1) y;

invariant ( x <= 2)

ᴼ when( x < 2) tick {= x = min( x + 1, 2) =}

requirement: no strict comparisons

implemented in mcsta



Part Four and a Half

Probabilistic Timed Automata
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MA

What to remember?

www.modestchecker.net

http://www.modestchecker.net/
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GOMX-1

Å2U CubeSat(2 liter)

ÅLaunchedin November 2013

ÅPayloads: 

Åsoftware defined receiver for aircraft signals

Åcolor camera for earth observation
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Recovery Effect

Conversion of Bound Charge into Available Charge

An imbalancedbattery
recoversavailablecharge

just by resting.
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Rate-Capacity Effect
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Rate-Capacity Effect

Lesschargeis available
if a battery is depletedquickly.
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Extending the KiBaM

Stochastic Fluctuations 

Capacity Bounds



KiBaM Extension by Stochastic Fluctuations

Transformation Law of Random Variables

Works well for piecewise constant loads, 

perturbed at jump points.
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Evolution of State of Charge
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GOMX-1

Å2U CubeSat(2 liter)

ÅLaunchedin November 2013

ÅPayloads: 

Åsoftware defined receiver for aircraft signals

Åcolor camera for earth observation

Weanalysedthe power budget.
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ÅShippedin October2014 
with CygnusCRS-3 towardsISS

ÅPayloads: 

ÅOptical communication experiments from NUS

ÅHighspeedUHF and SDR receiver

ÅShipping failed after liftoff
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GOMX-3

Å3U CubeSat(3 liter)

ÅLaunchedfrom ISS in October2015 

ÅPayloads: 

ÅL-band communication to geostationary satellit

ÅX-band transmitter for CNES

ÅHighspeedUHF and SDR receiver

ÅCan (andmust) rotate in 3 dimensions
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The Nano-SatelliteControl Problem 

What to do?     

Whento do it? 
Bottleneck:   

Electric
Power


