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So far

Monday’s lecture:

v Covered soundness-centric LCF-style design

Tuesday’s lecture:
v Introduced Milawa with its alternative design

v' Milawa’s implementation in Lisp

v Started a verification proof of Milawa

A
( Today we complete this proof. )




Proving Milawa sound

- N
semantics of Milawa’s logic
\_ J
4 )
_ inference rules of Milawa’s logic Correctness of
p \_ < :
) Milawa prover
| Milawa theorem prover (Part 2 of today)
(kernel approx. 2000 lines of Milawa Lisp)
[ Lisp semantics j ¢ o

' Correctness of
]ltGWCI Lisp implementation (x86)

' ap ) Lisp system
Vi1 approx. 7000 64-bit x86 instructions
Ve f ed i t frHesens (Part | of today)

semantics of x86-64 machine j ®




Proving Milawa sound

- “
semantics of Milawa’s logic
N y
- “
inference rules of Milawa’s logic
~ g gic Cf)rrectness of
) Milawa prover
* Milawa theorem prover (Part 2 of today)
(kernel approx. 2000 lines of Milawa Lisp)

Lisp semantics

Correctness of
Lisp implementation (x86)

ver I fle d (approx. 7000 64-bit x86 instructions) LISP system

LISP (Part | of today)

[ semantics of x86-64 machine j ®




Background

rrectly parse:

d garbage

oved to €O

of of evaluatior
 TNacation an



Tooling from my PhD work

ldea: create LISP implementations via compilation.

verified code for LISP primitives car, cdr, cons, etc.

v
HOL4 functions for : ARM, x86, PowerPC code
_ - —— I - y y
LISP parse, eval, print ’[ comprier > and certificate theorems
[ decompiler ]
[ machine-code Hoare triple ]

[ ARM [ x86 J PowerPC]




Extending the compiler

We define heap assertion ‘lisp (vi, v2, v3, v4, v, v, /)’ and prove
implementations for primitive operations, e.g.

Is_pair vi =
{lisp (v1. v». Vs, va, v, Ve, 1) # pc p } ( Hoare triples about
b - E5934000 concrete machine code
{ ||Sp (vl,car Vi, V3, V4, V5, Ve, ) pC (p_|_4

—_— ~

With Lisp primitives in
pre/postconditions

size vy + size v» + size v3 + size

{ ||Sp (V17 V2, V3, V4, V5, Ve, /) *
p : E50A3018 Eb5Q

{ ||Sp (COnS Vi V2, V2, V3, V4, Vs, Ve, /) * pcC (p + 332) }

5 AV NTOAVS ; W UAVAVAW) .

with these the compiler understands:

let vo = car vy In ...
let vi = cons v v» In ...



Running the Lisp interpreter

Nintendo DS lite (ARM)  MacBook (x86)  old MacMini (PowerPC)

(pascal-triangle ’((1)) ’6)

returns:

((1 6 15 20 15 6 1)
(1510 10 5 1)
(1464 1)

(1 331)
(12 1)



Iwo projects meet

Can | try your verified Lisp? j ( Sure, try it. )

LM)’ theorem prover is written in Lisp.

| |
i Does your Lisp support ..., ... and ...} ) C No, but it could )

|

Jared Davis Magnus Myreen

A self-verifying Verified Lisp

theorem prover implementations
i (\\

QM verified LISP on

Milawa ARM, x86, PowerPC



Requirements

Milawa’s bootstrap proof:

- &/G » 4 gigabyte proof file:
M“awa >500 million unique conses
» takes |16 hours to run on a
I state-of-the-art runtime (CCL)

Jitawa: verified LISP Contribution:

with JIT compiler ~ » @ new verified Lisp which is able
/\ to host the Milawa thm prover

C strictly speaking: dynamic compilation rather than “just-in-time” )




Runtime must scale

Designed to scale:

® just-in-time compilation for speed

» functions compile to native code

® target 64-bit x86 for heap capacity
» space for 23! (2 billion) cons cells (16 GB)

® efficient scannerless parsing + abbreviations
» must cope with 4 gigabyte input
® graceful exits in all circumstances

» allowed to run out of space, but must report it



Workflow o |
O\L4 scrP

40,000 ines o 1

. specified input language: syntax & semantics

. verified necessary algorithms, e.g.

e compilation from source to bytecode
e parsing and printing of s-expressions
* copying garbage collection

. proved refinements from algorithms to x86 code

. plugged together to form read-eval-print loop



AST of input language

Example of semantics for macros:

(App (PrimitiveFun Car) [z], env, k, i0) &% (ans, env’, k', io")

(First x, env, k, i0) _Y (ans, env’, k', i0")

| Cist(term Tist) “(Tacro)
Let ((string X term) list) term (macro)
LetStar ((string X term) list) term (macro)
Cond ((term x term) list) (macro)
First term | Second term | Third term (macro)
Fourth term | Fifth term ( )

func =  Define | Print | Error | Funcall
| PrimitiveFun primitive | Fun string
primitive Equal | Symbolp | SymbolLess

| Consp | Cons | Car | Cdr |
| Natp | Add | Sub | Less



compile: AST — bytecode list

bytecode

Dop ( Basic stack operations )

PopN num pop n stack elements

PushVal num push a constant number

PushSym string push a constant symbol

| ookupConst num push the nth constant from system state
_oad num T ‘ N

Store num ( Basic Lisp “arithmetic” )
DataOp primitive add, subtract, car, cons, ...

Jump num ( (Conditional) Jumps, Calls )
JumplfNil num o

) J\mr, Ao — g

DynamicJump jump to location given by stack top
Call num static function call (faster)
DynamicCall Ao amic franetion call (olamar)
Return ( Fail (i.e. Halt) and Print )
Fall signal a runtime error

Print ' ]

Compile Compile and install new code!



How do we get dynamic compilation?

Treating code as data:

Vpecqg. {p}c{ql = {p=codecl ) {qx*codec}

Solution:

® bytecode is represented by numbers in
memory that are x86 machine code

® we prove that jumping to the memory
location of the bytecode executes it



/O and efficient parsing

Jitawa implements a read-eval-print loop:

Use of external C routines adds assumptions to proof:

® reading next string from stdin

® printing null-terminated string to stdout

An efficient s-expression parser (and printer) is proved,
which deals with abbreviations:

(append (cons (cons a b) ¢)
(cons (cons a b) c))

(append #1=(C(cons (cons a b) c)
#1#)



Read-eval-print loop

® Result of reading lazily, writing eagerly
® Eval = compile then jump-to-compiled-code

® Specification: read-eval-print until end of input



Specification

is_empty (get_input 70)
(k,10) €5 10

Semantics of expression
_ _ . evaluation
—is_empty (get_input 20) A

next_sexp (get_input 20)) = (s, rest) N\
(sexp2term s, ], k, set_input rest io) %Yy (ans, k', i0") A
(k', append_to_output (sexp2string ans) io’) &5 io0”

k.10) &5 10"
( 9 )H



Correctness theorem

4 N\ )
There must be enough This machine-code Hoare
memory and I/O triple holds only for
assumptions must hold. terminating executions.
_essumptons must hold. g g executions,

{ init_state 70 * pc p * (terminates_for io) }

p : code_for_entire_jitawa_implementation < list of numbers )
{error_message V Jio'. (([], i0) & i0') * final_state i0" }

/\ /\

4 ) 4 )
Each execution is If there is no error message,
allowed to fail with then the result is described by
an error message. the high-level op. semantics.

- J - J




Verified code

$ cat verified_code.s

/* Machine code automatically extracted from a HOL4 theorem. */

/* The code consists of 7423 instructions (31840 bytes). */
.byte  0Ox48, 0x8B, Ox5F, 0Ox18
.byte 0x4C, Ox8B—Ax7E @Avi(
.byte 0Ox48, 0x8B
byte oxas, oxsg How is this verified binary produced?
.byte  0x48, 0x85  See my paper at [PHOLs’09
.byte 0Ox48, 0x8B
.byte 0x4C, Ox8B, Ox47, Ox0c0
.byte 0x4C, 0x8B, Ox4F, Ox68
.byte  Ox4C, 0x8B, 0Ox57, Ox58
.byte  0x48, 0x01, OxC1l
.byte 0OxC7, 0x00, Ox04, Ox4E, 0x49, 0x4C
.byte 0Ox48, 0x83, 0xCO, Ox04
.byte OxC7, 0x00, 0x02, Ox54, 0x0o6, Ox51




Running Milawa on Jitawa

Running Milawa’s 4-gigabyte booststrap process:

CCL 16 hours Jitawa’s compiler performs
SBCL 22 hours almost no optimisations.

Jitawa 128 hours (8x slower than CCL)

Parsing the 4 gigabyte input:

CCL /16 seconds (9x slower than Jitawa)
Jitawa /9 seconds



Part 2: correctness of
Milawa's kernel



semantics of Milawa’s logic

J
~
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N\ y

Milawa theorem prover
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Lisp semantics

Lisp implementation (x86)
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B. prove that Milawa's kernel is faithful to the logic

C. connect the verified Lisp implementation



Serp

pPrIm

func

term

formula

Syntax

Val num | Sym string | Dot sexp sexp

If | Equal | Not | Symbolp | Symbol_less
Natp | Add | Sub | Less | Consp | Cons
Car | Cdr | Rank | Ord_less | Ordp

PrimitiveFun prim
Fun string

Const sexp

Var string

App func (term list)

LamApp (string list) term (term list)

—formula
formula V formula
term = term

S-expression

primitive functions
user-defined

constant S-expression
variable

function application

A formals body actuals

negation
disjunction
term equality



Context

Syntax, semantics and inference rules depend on a context.

A context IS a finite partial map

from string to string list X func_body X (sexp list — sexp)
A h A
[ parameters J

( syntax of body]

[ semantic interpretation j

func_body ::= Body term concrete term (e.g. recursive function)
| Witness term string property, element name
| None no function body given



Semantics

(Fxrp) = formula_ok; p A Vi.eval formula 7 p
A
[syntax makes sense] [ truth value J

eval_formula ¢ 7w (—p)
eval_formula ¢ 7 (p Vv

—(eval_formula i 7 p)
eval_formula 2 m p V eval_formula 7 7 ¢q

)
~—
|

eval formula¢ 7w (x =y) = (eval_term ¢ m x = eval_term ¢ 7 y)

eval_term ¢ w (Const ¢) = C

eval_term ¢ w (Var v) = 1(v)

eval_term i w (App f xs) = eval_app (f, map (eval_term ¢ w) xs, )
eval_term ¢ m (LambdaApp vs z ©s) = let ys = map (eval_term ¢ 7) xs in

eval_term [vs +— ys| 7 x



Semantics (cont.)

eval_primitive p args
let (_,_, interp) = m(name) in
interp(args)
A
[ semantic interpretation J

eval_app (PrimitiveFun p, args, 7)
eval_app (Fun name, args, )

eval_primitive Add [Val 2, Val 3] = Val 5
eval_primitive Add [Val 2,Sym "a"| = Val 2
eval_primitive Cons [Val 2,Sym "a"| = Dot (Val 2) (Sym "a")




Well-formedness of context

Semantics only makes sense for well-formed contexts.

For every entry,
w(name) = (formals, Body body, interp)

it must be that:

» the formals are all distinct
» the body is well-formed w.r.t. the context
» the interpretation satisfies the defining equation:

Vi. interp(map ¢ formals) = eval_term ¢ w body

Similarly for the other function types.



(A few of the) inference rules

FraV (bVc)
Fr (aVb)Ve

(associativity)

facts about Lisp primitives J

a € milawa_axioms

- a

(basic axiom)

[ function definition in context J [ body of function J

V V
w(name) = (formals, Body body, interp)

. App (Fun name) (map Var formals) X body

[ defining equation J




Soundness of logic

Soundness of inference rules:

vV p. context_.ok m A (Fr p) = (Fx p)
» induction rule most interesting, Kaufmann&Slind [TPHOLSs’07]

Soundness of definition mechanism:

Vm name formals body.
context_ok 7 A definition_ok (name, formals, body, ) —>
context_ok (w|name — (formals, body, new_interp m name formals body)])

» red. proving that termination conditions imply that a
semantic interpretation exists as a function in HOL



Part 2:

A. formalise Milawa’s logic

C. connect the verified Lisp implementation



Proving Milawa faithful to its logic

Verification must be w.r.t. semantics of Lisp.

Semantics of Lisp’s read-eval-print loop:

. parse ASCII characters into s-expressions
. translate s-expressions into program AST
evaluate program AST

Pwop oo

print results, goto 1.

Need to verify program down to concrete source code.



Steps towards an easier verification

» run the Lisp parser (in the logic) on Milawa’s kernel

Each top-level function definition in ASCI|

(defun lookup-safe (a x)
(if (consp x)
(if (equal a (car (car x)))
(if (consp (car x))
(car x)
(cons (car (car x)) (cdr (car x))))
(lookup-safe a (cdr x)))
nil))

becomes a program AST

App Define [Const (Sym "LOOKUP-SAFI'"Const (...), Const (...)]



Steps towards an easier verification

When

App Define [Const (Sym "LOOKUP-SAFI"Const (...), Const (...)]

IS evaluated, the op. sem. adds a definition to its context:

function name: "LOOKUP-SAFE"
parameter list: A", "X"
function body: If (App (PrimitiveFun Consp) [Var "X"])
(If (App (PrimitiveFun Equal) |...])
(If (App (PrimitiveFun Consp) [...] (...) (...))
(App (Fun "LOOKUP-SAFE") [...]))
(Const (Sym "NIL"))

We could do verification over this deep embedding.

...but a shallow embedding is easier to work with.



Steps towards an easier verification

function name: "LOOKUP-SAFE"
parameter list: A" "X"
function body: If (App (PrimitiveFun Consp) [Var "'X"])
(If (App (PrimitiveFun Equal) |...])
(If (App (PrimitiveFun Consp) [...] (...) (...))
(App (Fun "LOOKUP-SAFE") [...]))
(Const (Sym "NIL™))

We translate deep embedding into convenient shallow emb.

lookup_safe a x = if consp x then
if a = car (car x) then
if consp (car ) then
car x
else cons (car (car x)) (cdr (car x))
else lookup_safe a (cdr x)
else Sym "NIL"



Steps towards an easier verification

We translate deep embedding into convenient shallow emb.

lookup_safe a * = if consp x then
if a = car (car x) then
if consp (car x) then
car x
else cons (car (car x)) (cdr (car x))
else lookup_safe a (cdr x)
else Sym "NIL"

and produce a certificate theorem relating the deep and
shallow embeddings.

. = (Fun "LOOKUP-SAFE", |a, x|, state) 2P, (lookup_safe a x, state)

A
[ name in deep embedding] /\ [shallow embedding]

[ Lisp semantics J




Verification proof

» prove that Milawa’s (reflective) kernel is faithful to logic

A routine verification exercise.
Points of interest:
Milawa’s initial proof checker was a large function

Top-level loop has complicated invariant, relates:

» context of the semantics of Milawa’s logic
» state passed around in source program
» current Lisp operational semantics state

Bugs found? Yes, two very minor (no soundness bugs)



Verification proof

Theorem:

Jdans k output ok.
milawa_main cmds init_state = (ans, (k, output, ok)) A
(ok = (ans = Sym "SUCCESS") A
let result = compute_output cmds In
every_line line_ok result N
output = output_string result)

where

line ok (w,l) = (I ="NIL")V
(In. (I ="(PRINT (n ... ))") Alis_.number n) V
(d¢. (I = "(PRINT (THEOREM ¢))") A context_ok 7 A

T



Part 2:

A. formalise Milawa’s logic

B. prove that Milawa's kernel is faithful to the logic




Theorem: Milawa Is sound down to x86

4 )
There must be enough memory and

input is Milawa’s kernel followed by

call to main for some input.
- J

Vinput pc. \/
{init_state (milawa_implementation ++ " (milawa-main ’input)") * pc pc}

pc : code_for_entire_jitawa_implementation

{ error_message V (let result = compute_output (parse input) in
A (every_line line_ok result) *
final_state (output_string result ++ "SUCCESS")) }

A

4 N [ N
Machine code terminates either ... output lines that are all true

with error message, or ... w.r.t. the semantics of the logic.
\ RN J




Q&A

Did the verified runtime work immediately!?
No, there were bugs in the 64-bit x86 model.

What is assumed!?
x86 model, C wrapper, OS, hardware

May | use the verified runtime Jitawa?
Yes! Find it here:

Website: http://www.cl.cam.ac.uk/~mom?22/jitawa/

O ———==



http://www.cl.cam.ac.uk/~mom22/jitawa/

Summary

This lecture:
v Explained verification of Milawa’s kernel

V' Production of verified Lisp runtime capable of
running Milawa and its bootstrap

v End-to-end soundness theorem: the x86-64
machine code will never print a statement that is
false according to the semantics of Milawa’s logic

Questions?



Why is it called Jitawa?

Answer:

Jitawa = “jittaava”
which is the active present
participle form of the verb “jitata”

)
Finnish for
“to |IT compile”



Induction rule

Frordp m=T
Fx or_list (f :: map fst ¢s)
(Vg ss. mem (q, ss) qgs —
Fx or_list (f :: =g :: map (As. =(formula_sub s f)) ss))
(Vq ss s. mem (q,ss) gs A mem s ss —
x —q V (ord_less (term_sub s m) m =T))

[



