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The vy system

* Motivated by distributed systems

* Proof automation

* Automatic checking of inductiveness ="‘wg gzscng?;t
* Transparency

e visible failures
* The user never get stuck

* Modularity

* The use can divide the verification problem into decidable parts

http://microsoft.github.io/ivy/



http://microsoft.github.io/ivy/

The mypyvy system

James R. Wilcox

* A low level engine for first order reasoning

* Proof automation

* Automatic checking of inductiveness
e Automatic invariant inference W

° Transparency UNIVERSITY of Al‘ CERTORA

.. . WASHINGTON
 visible failures

* The user never get stuck

https://github.com/wilcoxjay/mypyvy/



https://github.com/wilcoxjay/mypyvy
http://microsoft.github.io/ivy/

Mypyvy instructions (james@-certora.com)

VM: https://tinyurl.com/mypyvy-vm
Username: mypyvy

Password: mypyvy

Sources: https://github.com/wilcoxjay/mypyvy

verify - Check that a safety property holds using a given
inductive invariant

updr - Infer a sufficiently strong invariant which implies
a safety property


https://tinyurl.com/mypyvy-vm
https://github.com/wilcoxjay/mypyvy
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Agenda

 Wednesday
* Motivation
* Inductive invariants
* A bird eye of deductive Verification in Ivy

* Thursday

* Decidable logics Effectively Propositional Logic EPR

e Case study
e Reasoning about linked list
* Modularity and decidability

* Friday
* Mypyvy James Wilcox

e Saturday
* Certora Verifying Smart Contracts



Why verity distributed protocols?

 Distributed systems are everywhere
 Safety-critical systems
* Cloud infrastructure

* Blockchain

 Distributed systems are notoriously hard to get right
* Even small protocols can be tricky
* Bugs occur on rare scenarios

 Testing is costly and not sufficient
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Why verity distributed protocols?

 Distributed systems are everywhere
 Safety-critical systems
* Cloud infrastructure

* Blockchain
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Proving distributed systems is hard

 Amazon [CACM’15] uses TLA+ for testing protocols, but no proofs
* [ronFleet [SOSP’15] — verification of Multi-Paxos in Dafny (3.7 person-years)
e Verdi [PLDI’15] — verification of Raft in Coq (50,000 lines of proofs)

[CACM’15] Newcombe et al. How Amazon Web Services Uses Formal Methods

[SOSP’15] Hawblitzel et al. IronFleet: proving practical distributed systems correct

[PLDI’15] Wilcox et al. Verdi: a framework for implementing and formally verifying distributed systems



Automatic verification of infinite-state systems

Property ¢

Rice’s Theorem

erification ,
— : | can’t decide!

l l

Counterexample Unknown / Diverge Proof

2 @




Challenges in program verification

* Specifying program behavior

e Asymptotic complexity of program verification
* The halting problem

* Rice theorem
* The ability of simple programs to represent complex behaviors

* The complexity of realistic systems
* Huge code
* Heterogeneous code
* Missing code



Successful verification for systems

[OSDI’16] H. Sigurbjarnarson, J. Bornholt, E. Torlak, Xi Wang: Push-Button Verification of File
Systems via Crash Refinement Best paper award

[SOSP’15a] H. Chen, D. Ziegler, T. Chajed, A. Chlipala, F. Kaashoek, N. Zeldovich: Using Crash Hoare
logic for certifying the FSCQ file system. Best paper award

[SOSP’15b] C. Hawblitzel, J. Howell, M. Kapritsos, J. R. Lorch, B. Parno, M. L. Roberts, S.T. V. Setty,
B. Zill: IronFleet: proving practical distributed systems correct

[PLDI’15a] J. Wilcox, D. Woos, P. Panchekha, Z. Tatlock, X.Wang, M. Ernst, T. Anderson: Verdi: a
framework for implementing and formally verifying distributed systems

[PLDI’15b] Nuno P. Lopes, David Menendez, Santosh Nagarakatte, John Regehr:

Provably correct peephole optimizations with alive Best paper award

[POPL'04] T. A. Henzinger, R. Jhala, R. Majumdar, K. L. McMillan:

Abstractions from proofs Test of time award

[PLDI'0O1] T. Ball, R. Majumdar, T.D. Millstein, S.K. Rajamani:

Automatic Predicate Abstraction of C Programs Test of time award 16



Semi-automatic deductive verification




Deductive verification

ctive Verification
or S that proves ¢ ?
wans valid ?

1

Counter-model




Inductive invariants

System State Space Safety

Reach

Init

System S is safe if all the reachable states satisfy the property —=Bad



Inductive invariants

System State Space Safety

Inv

Reach

Init

System S is safe if all the reachable states satisfy the property =Bad

System S is safe iff there exists an inductive invariant /717 :
Init € Inv (Initiation)
if o € Invand o - o' then o’ € Inv (Consecution) translated to VC's
Inv N Bad = @ (Safety)



Counterexample To Induction (CTl)

e States 0,0’ are a CTI of Inv if:
* 0€EInv
e 0 & lnv

e 020

A CTImay indicate:
* Abugin the system
* A bugin the safety property
* A bugin the inductive invariant
* Too weak
* Too strong



Strengthening & weakening from CT]

. .| Weakening

N

Strengthening




Induction on a ball game

* Four players pass a ball:
* Awill passto C
*Bwill pasto D ®
* Cwill passto A
* D will passto B

* The ball starts at player A
e Can the ball getto D?



Induction on a ball game

* Four players pass a ball:

* Awill passto C

*Bwill pasto D

* Cwill passto A

* D will passto B @
* The ball starts at player A

e Can the ball getto D?




Formalizing with induction

*x,=A
(Cifx,=A
= Difx,=B
n+l Aifx,=C
kB lfxn =D
* Prove by induction Vn.x,, # D
*xXg#*D ?

*Xm FD>x,,1FD ?

What is a CTl here?



Formalizing with induction

*x, A
rCifxnzA
_)Difx, =B
.x"+1_<Aifxn=C
kBlfxn=D

* Prove a stronger claim by induction Vn.x,, # BAx, # D

'.X'()#:B/\xO:;tD
*Xm FBAXy, #FD > x4 FBAXp 1 FD



Simple example: loop invariants

X :=1;

while * do { s
assert —even[x];
y 1=y o+ 2 <D

} x=3,y =4




Simple example: loop invariants

—even|[x]

X
y = 2;
while * do {
assert —even[x];
TR | X =X+ Y;
y :=y + 2;
}

1;

Counterexample to\@
induction (CTI)




Simple example: loop invariants

Inv = —even[x] A even|y]

X
y = 2;
while * do {
assert —even[x];
X 1= X +VY;
y :=y + 2;
}

1;

TR




Simple example: loop invariants

Inv = —even[x] A even|y]

X 1;
y = 2;
while * do {
assert —even[x];
e | X=Xy Ry) / (x-y);
y :=y + 2;
}




TR

X
Y «
W

Simple example: loop invariants

Inv=y? —2y —4x+4 =0

1;
2,
hile * do {

assert —even[x];
X 1= X +VY;




Dafny [Leino’17]

Deductive Verification
Is Inv an inductive invariant for S that proves ¢ ?
—> Are the logical verification conditions valid ?

/GMT Formula
X UNSAT

-

K. Rustan M. Leino: Accessible Software Verification with Dafny. IEEE Software 34(6): 94-97 (2017)



Deductive verification

Deductive Verification
Is Inv an inductive invariant for S that proves ¢ ?
- Are the logical verification conditions valid ?

1 v l

Counter-model Unknown / Diverge Proof

= )

_—-,

: —\
D 7




Effects of undecidability(SMT

* The verifier may fail on tiny programs T’ggepse,e
] . [ d t
* No explanation when tactics fails  legies g,
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Copyright: Michael Hanke



Challenges in deductive verification

formalizing infinite-state systems and their properties

: checking inductiveness
* Undecidability of implication checking

* Unbounded state (threads, messages), arithmetic, quantifier alternation

finding (Inv)
 Hard to specify
* Hard to maintain
 Hardtoinfer

e Undecidable even when deduction is decidable



Expressiveness

State of the art in formal verification

Proof Assistants

Ultimately limited by human

proof/code:
Verdi: ~10

IronFleet: ~4 IVy

Decidable deduction
Finite counterexamples
proof/code: ~0.2

Ultimately limited by undecidability

Decidable Models
Model Checking
Static Analysis

Automation



Modularity

Original system Original inductive argument

Original property




Verification of each module

Correct

Findzéroof




lvy’s principles

* The user breaks the verification system into small problems expressed in decidable logics
* The system explores circular assume/guarantee reasoning to prove correctness

* Turing complete imperative programs over unbounded relations

* Allows quantifiers to reason about unbounded sets
* But no arbitrary quantifier alternations and theories

* Checking inductiveness is decidable
 Display CTls as graphs (similar to Alloy)



Languages and verification

Language Executable Expressiveness Inductiveness

C, Java, Python... Turing-Complete Undecidable

SMV Finite-state Temporal Properties

TLA+ Turing-Complete Manual

Coq, Isabelle/HOL M Turing-Complete Manual with tactics

Dafny M Turing-Complete Undecidable with
lemmas

lvy M Turing-Complete Decidable(EPR)



Example: Leader election in a ring

next
* Unidirectional ring of nodes, unique numeric ids next
* Protocol:
* Each node sends its id to the next next

e Upon receiving a message, a node passes it (to the next) if
the id in the message is higher than the node’s own id

A node that receives its own id becomes a leader
f 'u

 Theorem: The protocol selects at most one leader
* Inductive? NO

N

NG,

[CACM’79] E. Chang and R. Roberts. An improved algorithm for decentralized extrema-finding in circular configurations of processes



Example: Leader election in a ring

next
* Unidirectional ring of nodes, unigue numeric ids next next
* Protocol:
* Each node sends its id to the next next next
* Upon receiving a message, a node passes it (to the next) if AR,

theic  Proposition: This algorithm detects one and only one
e A nochighest number.

Argument: By the circular nature of the configuration
and the consistent direction of messages, any message
must meet all other processes before it comes back to its
initiator. Only one message, that with the highest num-
ber, will not encounter a higher number on its way
around. Thus, the only process getting its own message
back is the one with the highest number.

e Theorem

[CACM’79] E. Chang and R. Roberts. An improved algorithm for decentralized extrema-finding in circular configurations of processes



Leader election protocol — first-order logic

* < (ID, ID) — total order on node id’s

btw (Node, Node, Node) — the ring topology Axiomatized in first-order logic
id: Node = ID —relate a node to its unique id

pending(ID, Node) — pending messages

leader(Node) — leader(n) means n is the leader

protocol state first-order structure
next
3=p §
next \next
ok thex
6 €= 4
next .-
I <nc, ny, N> € [(btw)



Leader election protocol — first-order logic

< (ID, ID) — total order on node id’s

btw (Node, Node, Node) — the ring topology } Axiomatized in first-order logic
id: Node = ID —relate a node to its unique id

pending(ID, Node) — pending messages

leader(Node) — leader(n) means n is the leader

protocol state first-order structure

Specify and verify the protocol for any number of nodes in the ring

v.c;s.QQ...




Leader election protocol — first-order logic

* < (ID, ID) — total order on node id’s

btw (Node, Node, Node) — the ring topology action receive(n: Node, m: ID) = {
id: Node - ID —relate a node to its unique id requires pending(m, n);
if id(n) = m then

// found Lleader

pending(ID, Node) — pending messages
leader(Node) — leader(n) means n is the leader

leader(n) := true
else if id(n) < m then
action send(n: Node) = { // pass message
“s := next(n)”; “s := next(n)”;
pending(id(n),s) := true } pending(m, s) := true
}

TR (send):
dn,s: Node. “s = next(n)” A Vx:ID,y:Node. pending'(x,y)< (pending(x,y)V(x=1id(n)Ay=s))

Bad:
assert I0 = V Xx,y: Node. leader(x)sleader(y) » x =y






Representing Sets of States with First Order
-ormulas

e Configurations with at least two leaders
* 3 X,Y: Node. leader(X)aleader(Y) AX# Y




Representing Sets of States with First Order
-ormulas

e Configurations with at least two leaders
« 3 X,Y: Node. leader(X)Aleader(Y) A X = Y

< <
id id id id
a b 0 - e
next e next
>
<

»

<

OESE®

— e
next




Leader election protocol — inductive invariant

Safety property: I,
I, = VX, y: Node. leader(x) A leader(y) - x =y

Inductive invariant: Inv = I, AI; AL, AL

I, = Vng

How can we find an inductive invariant without knowing it?
I, = Vn be self-pending
I, =Vn,,n,,n;: Node. btw(ng,n,,n;) A pending(id[n,], n;) = d[n,]

Ot bypass higher nodes

< (ID, ID) — total order o
tvcBederited eho (Ve NITEROPAOEN —Inv(V')
id: Node = ID — relate de tnidYnioBadd V)
pending(ID, Node) — pending messages
leader(Node) — leader(n) means n is the leader

Proof

EPR Solver > é

EARBV) A =Inv(V)

e




Interactive invariant inference [PLDI'16]

Candidate Inductive Invariant

Inductive Invariant Found Inductive?

Modify candidate invariant

| can decide EPR!
Find “minimal” CTI

Generalize from CTI

EPR

Automation



https://www.quora.com/Human-Computer-Interaction

lvy: check inductiveness

Leader Protocol @v =TI, Al /\D

Check Inductiveness

= > L > < <
pnd —P —P
i id id nd\ 4 ,
: d PN\ Tid d
1 X 2 G 3 rev(l, Id(2)> 1| next 2| next 3|



lvy: check inductiveness

Qader Protocol @= I, AT, /\IZD ( Bad = — D

VC Generator

¥

Init(V) A =lnv(V)
ITLU(V) N TR(V, V’) N\ ﬁITlU(V’) | can decide EPR!

Inv(V) A Bad(V)

v

EPR Solver
v
Proof

I, AI; AI, AI; is an inductive invariant for the leader protocol, proving its safety



V™ invariant — excluded substructures

l

substructure

-------- Init € Inv (Initiation)

il if o € Invand o > ¢ then o' € [nv (Consecution)

\:: /nv N Bad = @ (Safety)




Summary

* Distributed protocols are interesting for verification
* But real distributed systems are more complex

* Can be naturally modeled in pure first order logic

* Decidable logics can be used to reason about interesting
systems
* No more butterfly effects
* But some jagged corners
* Details on Wednesday



